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Chapter 1 Product Overview

1 Package Contents

Unpack the box and verify that the package contains the following:
e Wireless N300 High Power Router

Power Adapter

Install Guide

Ethernet Cable

Resource CD

If any of the above items is incorrect, missing, or damaged, please contact your reseller for immediate replacement.

2 Getting to Know Your Router

Before you cable your router, take a moment to become familiar with the front and back panels and the label. Pay particular attention to the
LEDs on the front panel.

& Front Panel

LED Overview:

LED Status Description
Solid LAN port connected correctly
LAN ( 1/2/3') | Blinking LAN port is transferring data.
Off LAN port connected incorrectly
Solid WAN port connected correctly
WAN Blinking WAN port is transferring data.
Off WAN port connected incorrectly
Blinking Indicates system is functioning properly
SYS Solid/Off | Indicates system is functioning improperly
Solid Indicates a proper connection to the power
PWR supply
Off Indicates an improper connection to the

power supply
Blinking Device is performing WPS authentication on

WPS a client device.
Solid WPS is enabled.
Off WPS is disabled or WPS authentication
finished.
Blinking Transferring data
WiFi Solid WiFi is enabled.
Off WiFi is disabled.
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& Back Panel

LAN3 LAN2 LAN1 WIFI  WPS/RST PWRJ
Button & Interface:
Port Function Description
PWR The power adapter is connected and you can use the
provided adapter to supply power.
WAN Usually for connecting Ethernet cable
LAN 1/2/3 Usually for connecting computers, switches, etc.

When you press this button for over 7 seconds, files set
by the router will be deleted and restored to default

WPS/RST factory; for 1 second, WPS-PBC will be enabled and the
WPS LED will be blinking accordingly.
WiFi When WiFi is disabled, the WiFi LED will be off.

3 Position Your Router

For best performance, please keep your router:

® Near the center of the area where your computers and other devices operate, and preferably within line of sight to your wireless devices.

® Accessible to an AC power outlet and near Ethernet cables for wired computers.

® In an elevated location such as a high shelf, keeping the number of walls and ceilings between the router and your other devices to a
minimum.

® Away from electrical devices that are potential sources of interference, such as ceiling fans, home security systems, microwaves, PCs, the
base of a cordless phone, or a 2.4-GHz cordless phone.

® Away from any large metal surfaces, such as a solid metal door or aluminum studs. Large expanses of other materials such as glass,

insulated walls, fish tanks, mirrors, brick, and concrete can also affect your wireless signal.
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Chapter 2 Installation and Quick Setup Guide

1 Physical Installation

1.1 Preparation

Before connecting Ethernet cables, please verify the following items:

Item

Description

Wireless N300 High Power Router

Used with the provided power adapter

PC

Installed with IE8 or other better web browsers.

Ethernet Cable

Used for linking the PC to the router

Broadband Service

Provided by network service corporation

Internet Connection Setup

%>

If you connect to the Internet using a broadband connection that requires a username and a
password provided by your ISP, please Select PPPOE;

If your ISP provides all the needed information: IP address, subnet mask, gateway address, and
DNS address(es), please select Static IP;

If you can access the Internet as soon as your computer directly connects to an Internet-enabled
ADSL/Cable modem, please select DHCP;

If your ISP uses a PPTP connection, please select PPTP;

If your ISP uses an L2TP connection, please select L2TP;

PPPoE Dual Access (only supported in special Area e.g. Russia.).

1.2 Physical installation

1. Connect one end of the included power adapter to the device and plug the other end into a wall outlet nearby (Using a power adapter with a
different voltage rating than the one included with the device will cause damage to the device).

Power Outlet

Power Adapter

e

(SooT . .l

LAN3 LAN2 LAN1 WIFI  WPS/RST PWR J




FOSCAM

Wireless N300 High power Router

2. Connect one of the LAN ports on the Device to the NIC port on your PC using an Ethernet cable.

Power Outlet

%f Ethernet Cable 7

3. Connect your router’s WAN port to the existing modem’s RJ45 port (usually blue) with an Ethernet cable.

Telephone Line

Internet j
\_\/-/ Power Outlet

N i
i

A4

S22 ADSL MODEM
©O< Telephone Line L
B Evoe. .
= — T T e
Telephone | ]
Telephone Line ]" r .'( r Ethernet Cable } f |{f Ethernet Cable

4. Log in to Web manager to set up Internet connection.
2 Internet Connection Setup

2.1 Configure PC

Configure your PC obtain IP address automatically. If you are not clear about this, please refer to Appendix 1 Configure PC.

2.2 Log in to Web Manager
1. Launch a web browser, such as IE Web browser;

-

Internet
Explorer

2. In the address bar, input 192.168.0.1 and press Enter;

(” Home — Tindows Internet Explorer

G—@ v || http://192.168.0.1/
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3. Enter admin in the password field on the appearing login window and then click OK.

FOSCAM

Login

Default admin

Password: sesss

Qi Cancel

4. Now you may access the device’s home page for quickly setting up Internet connection and wireless security.

FOSCAM

Internet Connection Setup

Internet Connection Type PPPOE ® DHCP

For other connection types, click "Advanced”

Wireless Security Setup

Security Key

OK Cancel

5. If you fail to log in to it, please refer to Appendix 2 FAQs.
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2.3 Internet Connection Setup
Common Internet connection types are available on the home page: PPPoE and DHCP.
DHCP

Select DHCP (Dynamic IP) if you can access the Internet as soon as your computer directly connects to an Internet-enabled ADSL/Cable modem;
configure a security key (8-63 characters) to secure your wireless network and then click OK.

FOSCAM

Internet Connection Setup

Internet Connection Type PPPOE 1

For other connection types, click "Advanced”

Wireless Security Setup

Security Key [ | reseses | 2

PPPOE

Select PPPoE (Point to Point Protocol over Ethernet) if you used to connect to the Internet using a broadband connection that requires a
username and a password. Enter the user name and password provided by your ISP; configure a security key to secure your wireless network and

then click OK.

Internel Connection 'ﬁl'lll[l
Intermel Connechon Type » PPPGE DHCP
PPPaE Username
-
PPPoE Password
For ctber comnection types, chick “Advanced”
Wireless Securnty Setup
Secunty Key sassane 3

ANote:

1. DHCP is the default Internet connection type;
2. If you are not sure about your PPPOE username and password, contact your Internet service provider (ISP) for help. For other Internet

connection types, please go to section_1.2: Internet Connection Setup.
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3 Verify Internet Connection Settings

System automatically skips to the status page when you finish all needed settings on the home page. Here you can see the system status and

WAN connection status of the device.

1. If you find "Connected" and a WAN IP address displayed there (as shown below), you have got a wired internet access now.

FOSCAM

Internet Connection Setup
MAC Clone

WAN Speed

LAN Settings

DNS Settings

DHCP Server

DHCP Client List

[ rome SRR i | aos ] sopucaions | secuniy | roos |

Connection Status

Internet Connection Type

WAN IP

Subnet Mask

Gateway

DNS Server

Alternate DNS Server

Connection Time

onnected

DHCP

192.168.10.103

253.255.255.0

192.168.10.10

192.168.10.10

00:04:48

Release Refresh

Help

Connection Status:Refers
to the connection between
the router and the device
connected to the router's
WAN.

Internet Connection
Type:

This can be set in Advanced
> Internet Connection Setup.
DHCP and PPPOE are the

most common.

Connection Time:Displays
WAN connection duration
for the DHCP/Dynamic IP
and PPPoE connection type.

2. If connection status displays "Disconnected” and there is no WAN IP address displayed (as seen below), connection between the

Internet-enabled modem and your device may have failed. Please double check or re-connect all involved devices and cables properly and then
refresh the page. If nothing is wrong, "Connecting" or "Connected" will be displayed.

FOSCAM

Internet Connection Setup
MAC Clone

WAN Speed

LAN Settings

DNS Settings

DHCP Server

DHCP Client List

[ o IR i | oo ] opatons | seaniy | toos |

Connection Status

Internet Connection Type

WAN IP

Subnet Mask

Gateway

DNS Server

Alternate DNS Server

Connection Time

Diagnose Connection
Status

00:00:00

Please check hardware connection of the WAN port.

Release Refresh

Help

Connection Status:Refers
to the connection between
the router and the device
connected to the router's
WAN.

Internet Connection
Type:

This can be set in Advanced
= Internet Connection Setup.
DHCP and PPPOE are the
MOST comman.

Connection Time:Displays
WAN connection duration
for the DHCP/Dynamic IP
and PPPoE connection type.

System Version:Displays
the current firmware version

of the device.
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3. If "Connecting" is displayed and no WAN IP address is seen, try refreshing the page five times. And if it still displays "Connecting" try steps
below:

1). Contact your ISP for assistance if you are using the DHCP connection type.

2). Read the connection diagnostic info on WAN status.

FOSCAM
[ rome RN i | oo ] opctons | sccunty | roon |

_ WAN Status Help
Internet Connection Setup Connection Status Connection Status:Refers

to the connection between
MAC Clone

Internet Connection Type  DHCP the router and the device
e e connected to the router's
pee
WAN IP WAN.
LAN Settings
? Subnet Mask Internet Connection
DN Sertings Gareway Type:
This can be set in Advanced
DHCP Server DNS Server > Internet Connection Setup.
DHCP and PPPoE are the
DHCP Client List Alternate DNS Server most common.
Connection Time  00:00:00 Connection Time:Displays

WAN connection duration
for the DHCP/Dynamic IP

Release Refresh and PPPoE connection type.

&Note:

Below diagnostic info will be displayed on particular occasions for your reference:

®  You have connected to the Internet successfully.

®  You might have entered a wrong user name and/or a wrong password. Please contact your ISP for the correct user name and password and
enter them again.

®  FEthernet cable is not connected or not properly connected to the WAN port on the device. Please reconnect it properly.

® No response is received from your ISP. Please verify that you can access the Internet when you directly connect your PC to an
Internet-enabled modem. If not, contact your local ISP for help.
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4 Connect to Device Wirelessly

Having finished above settings, you can search the device's wireless network (SSID) from your wireless devices (notebook, iPad, iPhone, etc)
and enter a security key to connect to it wirelessly.

Windows 7

1. If you are using Windows 7 OS, do as follows:
1)  Click Start and select Control Panel.

@ Google Chrome

-

M VLC media player
~ iced
'o Windows Media Player

i Wireshark

Calculator

q’ Getting Started

! Connect to a Projector
Q% Snipping Tool

Sticky Notes

All Programs

test

Documents
Pictures

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

2)  Click Network and Internet.

- 5 W & st aeer . - - [E=EEEN—X=)
@'O-@ » Control Panel » ~ [ 43 | [5earch Control Panel ol
: —

S —

Adjust your computer’s settings

il  System and Security
. Review your computer's status
Back up your computer

Find and fix problems

Network and Internet
¢I Connect to the Internet
SS2. View network status and tasks
Choose homegroup and sharing cptions

./ Hardware and Sound

%‘ View devices and printers
Add a device

= Programs

h & | Uninstall a program

.
Y
4

Viewby: Category =

User Accounts and Family Safety
) Add or remove user accounts
) Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods

@ ¥

Ease of Access
Let Windows suggest settings
Optimize visual display
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3)  Click Network and Sharing Center.

&Y sseBBr o o Lol

—
@\J'@ + Control Panel »

Network and Intemet » v|4,|| Search Control Panel o]

Control Panel Home

System and Security
Networl and Internet
Hardware and Sound
Programs

User Accounts and Family
Safety

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

l ML Network and Sharing Center]
E View network status and fasks | Connect to a network

Add a wireless device to the network

View network computers and devices

HomeGroup
Choose homegroup and sharing options

Q

Internet Options
Connect to the Intemet | Change your homepage
Delete browsing history and cookies

Manage browser add-ons

4)  Click Change adapter settings.

-

AT AsReBEer 4 - i

» Control Panel »

1S

Network and Internet » Network and Sharing Center ~ [ 43 || search Controt Panet ol

Control Panel Home

Manage wireless networks

Change advanced sharing
settings

See also
HomeGroup
Intemet Options

‘Windows Firewall

View your basic network information and set up connections
N % @
TEST-PC Internet
(This computer]

See full map

View your active networks Connect to a network

You are currently not connected to any networks.

Change your networking settings
i Setup anew connection or network
=

Set up 3 wireless, broadband, dial-up, ad hac, or VPN connection; or set up a rauter or access point.

Connect to a netwark

Connect of reconnect to 2 wireless, wired, dial-up, or VPN network connection.

‘!;.
@ Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.
[ Troubleshoot problems

Diagnose and repair network problems, o get troubleshooting information.

5)  Select a desired wireless connection and click

Connect/Disconnect.

R
%l

Wireless Network Connection & Wireless MNeg

Mot connected Disahle

N =

80211n USE Wirele
Connect / Disconnect ]
Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

==

Properties
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6)  Select the wireless network you wish to connect and click Connect.

AirLink0000c8

N6

test_kiss

Foscam_home

[v] Connect automatically 1

test_xhh_N300 M

WA4SAP_For_TEST .

Andy_5G ‘d

Foscam_0000S8 o

Foscam_Guest_00D165 o

Foscam_000080 f,‘“ =
Open Network and Sharing Center

7)  Enter the security key and click OK.

? Connect to a Network

Type the network security key

I Security key: sessssan

[V Hide characters

G

8)  You can access the Internet via the device when "Connected" appears next to the wireless network name you have selected.

~ ~N

Currently connected to: & -

Foscam_home
Internet access

=

Wireless Network Connection A
Foscam_home Connected ,!m
AirLink0000c8
Broadcom24g

W4SAP_For_TEST

hhbhihh

NS

test_xhh_N300

Andy_SG Tl
test_kiss .ﬁ“ -

Open Network and Sharing Center
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Windows XP

2. If you are using Windows XP OS, do as follows:
1) Click Start and select Control Panel.

Taur W

‘ My Documents

‘:I My Computer

o

<« My Network Places

ﬂ-' Control Panel

-
= Connect To
= =

;t,; Printers and Faxes

@ Help and Support
»

y. earch

Files and Settings Transfer

Wizard

Ralink

All Programs

2)  Click Network Connections.

& Bun...

g5 Utility

Turn Off Computer

Ele Edit View Favorites Tools Help

Qe - @

F | Pseacn [ roders | [

agdress | [ Contral Panel

MEs=

& Windows Update
@) Help and Support

~n

57

o

Wizard
2
Scheduled
Tasks

e

Windows
Firewall

Options_

Folder Options

X D W 0 2 B

Addor  Administatve Automatic DateandTme  Display
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Right click Wireless Network Connection and then select View Available Wireless Networks.
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4) Select the desired wireless network, click Connect, enter the security key and then click OK.
(nbwerk Thikt Choose a wireless network

@ Fefesh netwerk ket Chck a0 ftem i the st Deiow 10 CONECE 10 8 reiess retuark N range o 1o pet more
nformeton.

o 52100 8 wewless fetaork
for & home or smal of¥ce

irelss N Connection

The network Toesan_hone’requres 8 network key (B0 called & WEP key or ViPA key). A
network key Relps srevent unknown rinuders fom comnecting 10 Tis reteerk.

Type the key, and Then ik Comnect,

Netrork geyi EOLT T
-2
(oe ]
5)  You can access the Internet via the device when "Connected" appears next to the wireless network name you selected.
Wireless Netwrok Connection Z
S ——— Choose a wireless network
@ Refresh network kst Cick an item i the It befow £ connect £ & yureless Netwirk 1 range or 19 Get more
<35 561D 0 mreless netuork Connected 37 &
for » hoeme o sl 0fce .“
Related Tosks
4 Cearm sbout wereless |‘]
metworkng
Change te order of
ot :n'v:ecr-cr'-ﬂ: .‘]
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setings r
«i” Andy_%G
' Security-ecubled wreless retaork (WOR) l‘]
Foscam_5_DOC0SC
((i))
Urseased nreiess netiark will
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Chapter 3 Advanced Settings

1 Advanced

1.1 Status

Here you can see at a glance the operating status of the device. If WAN port displays Disconnected, please refer to 3 Verify Internet Connection

Settings.

FOSCAM

Internet Connection Setup
MAC Clone

WAN Speed

LAN Settings

DNS Settings

DHCP Server

DHCP Client List

[ o [N i | o5 ] opcaons | ey | toos |

Connection Status

Internet Connection Type

WAN IP

Subnet Mask

Gateway

DNS Server

Alternate DNS Server

Connection Time

Diagnose Connection
Status

00:00:00

Please check hardware connection of the WAN port.

Release

Refresh

Help

Connection Status:Refers
to the connection between
the router and the device
connected to the router's
WAN.

Internet Connection
Type:

This can be set in Advanced
= Internet Connection Setup.
DHCP and PPPOE are the
MOST comman.

Connection Time:Displays
WAN connection duration
for the DHCP/Dynamic IP
and PPPoE connection type.

System Version:Displays
the current firmware version

of the device.
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1.2 Internet Connection Setup

PPPOE

Select PPPoE (Point to Point Protocol over Ethernet) if you used to connect to the Internet using a broadband connection that requires a
username and a password and enter the user name and password provided by your ISP.

FOSCAM

1

Status Internet Connection Setup Help

Internet Connection Setup 2 Internet Connection Type l PPPoE v r_. 3 PPPOE:PPFOE is a connection

type associated with some

MAC Clone PPPOE Username DSL connections that
requires Username and
WAN Speed
PPPoE Password Password. Contact your ISP
LAN Settings if you need assistance with
MTU 1492 these login credentials.
Lol SHUNTS (The default value is 1492. Do not modify it unless )
. Contact your ISP for help if
required by your ISP.)
DHCP Server you are not sure about

which Internet connection
DHCP Client List Service Name Type to use.
(Only enter this information if instructed by ISP.)

Server Name

(Only enter this information if instructed by ISP.)

Select the corresponding connection mode according to your situation.
(® Connect automatically: Connect automatically to the
Internet after rebooting the system or connection

failure.

) Connect on demand: Re-establish your connection
1o the Internet when there’s data transmitting.

Max Idle Time 60
60-3600 seconds

() Connect Manually: Require the user to manually

connect to the Internet before each session.

() Connect During Specified Time Period: Connect

automatically to Internet during a specified time length.

Note: To use the "Connect During Specified Time Period" mode, you must set the "Time
Settings” in "Tools" first.

Connection Time: From 0 Hours 0 MinutesTo | 0 Hours 0 Minutes

5 Cancel
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Static IP

Select Static IP if your ISP provides all the needed info. You will need to enter the provided IP address, subnet mask, gateway address, and DNS
address(es) in corresponding fields.

FOSCAM

1

Status Internet Connection Setup Help

Internet Connection Setup Internet Connection Type l Static IP v H 3 Static IP:Static IPis a
e ——— connection type that allows

MAC Clone

IP Address you to specify the Static IP
information provided b
WAN Speed P ¥
Subnet Mask your ISP or that corresponds
LAN Settings 4 with your existing
Gateway networking equipment. If

DNS Settings you have a fixed (or static IP)

DNS Server address, your ISP will have
DHCP Server provided you with the

Alternate DNS Server (Optional) required information. Select

DHCP Client List Static IP option and type the

MTU 1500 IP Address, Subnet Mask and

(The default value is 1500. Do not modify it unless Cateway IP Address into the

required by your ISP.) correct boxes.

Contact your ISP for help if

you are not sure about
Cancel which Internet connection

, type to use.

5

Internet connection Type: Select Static IP.

IP Address: Enter the IP address provided by your ISP. Consult your ISP if you are not clear. Consult your ISP if you are not clear.
Subnet mask: Enter the subnet mask provided by your ISP.

Gateway: Enter the WAN Gateway provided by your ISP.

DNS Server: Enter the DNS address provided by your ISP.

OK: Click it to save all your settings.

DHCP

Select DHCP (Dynamic IP) if you can access the Internet as soon as your computer directly connects to an Internet-enabled ADSL/Cable
modem.

FOSCAM
(ravences I

Status Internet Connection Setup Help

(ETIE (S OEEE T S8 0y 2 Internet Connection Type [[ DHCP v }_. 3 DHCF:DHCP or Dynamic IP
is a connection type that

MAC Clone MTU 1500 allows the router to

WAN Speed (The default value is 1500. Do not modify it unless automatically acquire IP

required by your ISP) information from your ISP or

LAN Settings your existing networking
equipment for Internet

DNS Settings access. No configurations
Cancel are needed if this option is
DHCP Server selected.

DHCP Client List Contact your ISP for help if

you are not sure about
which Internet connection
type to use.

® Internet connection Type: Select DHCP.

® MTU: Maximum Transmission Unit. DO NOT change it from the factory default of 1500 unless instructed by your ISP. You may need to
change it for optimal performance with some specific websites or application software that cannot be opened or enabled; in this case, try
1450, 1400, etc.

® OK: Click it to save your settings.
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PPTP

Select PPTP (Point-to-Point-Tunneling Protocol) if your ISP uses a PPTP connection. The PPTP allows you to connect a router to a VPN server.

For example:

A corporate branch and headquarter can use this connection type to implement mutual and secure access to each other’s resources.

FOSCAM

status

Internet Connection Setup

[ o TR i | oo ] mopicaons | scariy | 1o ]

Internet Connection Setup

Help

PPTP-PPTP (Point-To-Point

Internet Connection Type PPTP
Tunneling Protocol) is a
E EhE PPTP Server Address network protocol that
WAN Speed enables the secure transfer
Username of data from a remote client
LAN Settings to a private enterprise server
Password by creating a VPN across
DNS Settings TCP/IP-based data. Enter
MTU 1452 your ISP provided
DHCP Server information to establish a
IP Address 0.0.0.0 user name and password
provided by your ISP into the
subnet Mask 0.0.0.0 correct boxes if your ISP is
using a PPTP connection,
Gateway 0.0.0.0 Contact your ISP if you need
assistance with these login
credentials.,
OK Cancel

Contact your ISP for help if
you are not sure about
which Internet connection

type to use.

Internet connection Type: Displays the current Internet connection type.

PPTP Server Address: Enter the IP address of a PPTP server.

User Name: Enter your PPTP User Name.

Password: Enter the password.

MTU: Maximum Transmission Unit. DO NOT change it from the factory default of 1492 unless instructed by your ISP. You may need to

change it for optimal performance with some specific websites or application software that cannot be opened or enabled; in this case, try

1450, 1400, etc.

® Address Mode: Select "Dynamic" if you don’t get any IP info from your ISP, otherwise select "Static". Consult your ISP if you are not
clear.

® |P Address: Enter the IP address provided by your ISP. Consult your ISP if you are not clear.

® Subnet mask: Enter the subnet mask provided by your ISP.

® Gateway: Enter the WAN Gateway provided by your ISP. Consult your ISP if you are not clear.
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L2TP

Select L2TP (Layer 2 Tunneling Protocol) if your ISP uses an L2TP connection. The L2TP connects your router to a L2TP server.

For Example:

A corporate branch and headquarter can use this connection type to implement mutual and secure access to each other’s resources.

FOSCAM
[ vome  JECCEC wircless | Qos | Applications ] _secumity | Tools ]
Status Internet Connection Setup Help
Internet Connection Type L2TP L2TP:L2TP (Layer 2
Tunneling Protocol) is a
o L2TP Server Address network protocol that
WAN Speed enables the secure transfer
Username of data from a remote client
LAN Settings to a private enterprise server
Password by creating a VPN across
DNS Settings TCP/IP-based data. Enter the
MTU 1452 information your ISP
DHCP Server provided to establish a
Address Mode Dynamic connection. Select the L2TP

DHCP Client List

option and type the L2TP

user name and password

IP Address 0000
provided by your ISP into the
subnet Mask 0.0.0.0 correct boxes if your ISP is
using a L2TP connection,
Gateway 0.0.00 Contact your ISP if you need
assistance with these login
credentials.

OK Cancel
Contact your ISP for help if

you are not sure about

which Internet connection

type to use.

Internet connection Type: Displays the current Internet connection type.

L2TP Server Address: Enter the IP address of a L2TP server.

User Name: Enter your L2TP username.

Password: Enter the password.

MTU: Maximum Transmission Unit. DO NOT change it from the factory default of 1492 unless instructed by your ISP. You may need to
change it for optimal performance with some specific websites or application software that cannot be opened or enabled; in this case, try
1450, 1400, etc.

Address Mode: Select "Dynamic" if you don’t get any IP info from your ISP, otherwise select "Static". Consult your ISP if you are not
clear.

IP Address: Enter the IP address provided by your ISP. Consult your ISP if you are not clear.

Subnet mask: Enter the subnet mask provided by your ISP.

Gateway: Enter the WAN Gateway provided by your ISP. Consult your ISP if you are not clear.

Note:

PPPOE, PPTP and L2TP cannot be used simultaneously!

For PPTP and L2TP Internet connections, only Static IP or Dynamic IP is available.
Note that PPTP and L2TP may not be available on some products.

...D...
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PPPoE Dual Access

PPPOE dual access only supported in special Area e.g. Russia.

[ tome JERRRN wircics | 0> | Avplaions
Status Internet Connection Setup Help

Internet Connection Setup Internet Connection Type PPPOE Dual Access v PPPoE Dual Access:PPPoE

dual access only supported
MAC Clone

PPPoE Username in special Area e.g.Russia.
WAN Speed .
PPPOE Password Contact your ISP for help if
LAN Setti you are not sure about
ettings . .
MTU 1492 which Internet connection
: e 10 use,
e Eettings (The default value is 1492. Do not modify it unless e
required by your ISP.)
DHCP Server
DHCP Client List Service Name

(Only enter this information if instructed by ISP.)

Server Name

(Only enter this information if instructed by ISP.)

Address Mode Dynamic M

IP Address 0.0.00

Subnet Mask 0.0.00

MTU 1500

(The default value is 1500. Do not modify it unless
required by your ISP.)

oK Cancel

Internet connection Type: Displays the current Internet connection type.

PPPoE User Name: Enter the User Name provided by your ISP.

PPPoE Password: Enter the password provided by your ISP.

MTU: Maximum Transmission Unit. DO NOT change it from the factory default value unless necessary.

Service Name: Description of PPPoE connection. Leave blank unless otherwise required.

Server Name: Description of server. Leave blank unless otherwise required.

Address Mode: Select "Dynamic" if you don’t get any IP info from your ISP, otherwise select "Static". Consult your ISP if you are
not clear.

IP Address: Enter the IP address provided by your ISP. Consult your ISP if you are not clear.

Subnet mask: Enter the subnet mask provided by your ISP.
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1.3 MAC Clone

Some Internet service providers (ISPs) require end-user’s MAC address to access their network. This feature copies the MAC address of your

network device to the router.

FOSCAM

status MAC Clone

Internet Connection Setup

MAC Clone

DHCP Client List

MAC Address CB:3A:35:C8:DA90

Restore Default MAC
WAN Speed
LAN Settings OK
DNS Settings
DHCP Server

[ tome  JRESRR wircess | o5 | aopcations | Secuy | oot ]

Clone MAC Address

Cancel

Help

Some Internet service
providers (ISPs) require end—
user's MAC address to
access their network. This
feature copies the MAC
address of your network
device to the router,

MAC Address:The MAC
address to be registered

with your ISP.

Restore Default MAC:
Restore the default hardware
MAC address.

® MAC Address: Configure device’s WAN MAC address.

® Clone MAC Address: Click to copy your PC's MAC address to the device as a new WAN MAC address.

® Restore Default MAC: Reset device’s WAN MAC to factory default.

1.4 WAN Speed

Here you can set the speed and duplex mode for WAN port. It is advisable to keep the default AUTO setting to get the best speed.

FOSCAM

Status Choose The WAN Speed
Internet Connection Setup % AUTD
MAC Clone 10M HALF-duplex
10M FULL-duplex
WAN Speed
100M HALF-duplex
LAN Settings 100M FULL-duplex
DNS Settings
DHCP Server

DHCP Client List

OK

o IR i | aor ] appicaon

Cancel

Help

Here you can limit the WAN
speed. It is recommended to
use the default "AUTO”
setting to allow maximum
speed. However, WAN
connection may fail if your
router is too distant from
the Internet-enabled
modem. In this case, select
the 10M full duplex mode.
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1.5 LAN Settings
Click Advanced > LAN Settings to enter the screen below:

FOSCAM

Status LAN Settings
Internet Connection Setup This page is used to set the basic network parameters for LAN.
LAN MAC Address  C8:3A:35:C8:DA:90
MAC Clone
IP Address 192.168.0.1
WAN Speed
LAN Settings Subnet Mask 255.255.255.0 v
DNS Settings
OK Cancel
DHCP Server

DHCP Client List

[ o ISR i | aos ] aopicaons | sy | toon ]

Help

Here you can set the LAN IP
Address and Subnet Mask.
This IP Address is to be used
to access the router's
homepage through a web
browser. Be sure to make a
note of any changes you
apply to this page. Default
settings are 192.168.0.1 and
255.255.255.0.

LAN MAC Address: Displays device's LAN MAC address, which is NOT changeable.

Subnet Mask: Device’s LAN subnet mask, 255.255.255.0 by default.

°
® [P Address: Device's LAN IP address. The default is 192.168.0.1. You can change it according to your need.
°
°

OK: Click to save your settings.
ANote :

If the default IP address is changed, you must enter the new IP address to log in.
1.6 DNS Settings

DNS is short for Domain Name System or Domain Name Service.

FOSCAM

— 4

DHCP Client List

status DNS Settings 1
Internet Connection Setup Enable Manual DNS 3
Assignment ’

MAC Clone

Primary DNS Address 192.168.10.10
WAN Speed
LAN Settings Alternate DNS Address (Optional)
DNS Settings i\lote: To activate new settings, you must reboot the device.
DHCP Server Cancel

Help

Here you can manually set
the DNS (Domain Name
Server) settings or obtain
them from your ISP
automatically. The Alternate
DNS Address is optional.

If the DNS Addresses
entered are incorrect, web
pages will not be able to

open.

Enable Manual DNS Assignment: Check to activate DNS settings.
Primary DNS Server: Enter the primary DNS address provided by your IPS.

OK: Click to save your settings.

ANote:

® \Web pages are not able to open if DNS server addresses are entered incorrectly.
e Do remember to reboot the device to activate new settings when you finish all settings.

18
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1.7 DHCP Server

The Dynamic Host Configuration Protocol (DHCP) is an automatic configuration protocol used on IP networks. If you enable the built-in DHCP
server on the device, it will automatically configure the TCP/IP settings for all your LAN computers (including IP address, subnet mask, gateway
and DNS etc), eliminating the need of manual intervention. Just be sure to set all computers on your LAN to be DHCP clients by selecting
"Obtain an IP Address Automatically" respectively on each such PC. When turned on, these PCs will automatically load IP information from the
DHCP server. (This feature is enabled by default. Do NOT disable it unless necessary).

[ one [T s | sovicarons
Status DHCP Server Help
Internet Connection Setup DHCP Server @ Enable DHCP server (Dynamic Host
Configuration Protocol)
E EhE IP Pool Start Address  192.168.0. 100 assigns an IP address to
each device on the
WAN Speed
IP Pool End Address  192.168.0. 150 LAN/private network. When
LAN Settings you enable the DHCP Server,
Lease Time QOne day v the DHCP Server will
DNS Settings automatically allocate an
OK Cancel unused IP address from the
DHCP Server IP address pool to the
requesting device as long as
Raelentl ist the device is set to "Obtain
an IP Address
Automatically”.

1.8 DHCP Client List

DHCP Client List displays information of devices that have obtained IP addresses from the device’s DHCP Server. If you would like some
devices on your network to always get the same IP addresses, you can manually add a static DHCP reservation entry for each such device.

Status Static Assignment Help
Internet Connection Setup IP Address  192.168.0, DHCP Client List displays a
list of devices that have
MAC Clone MAC Address 00 :/BO - C2 - 03 5 obtained IP addresses from
the router's DHCP Server.
WAN Speed 6
You can manually assign a
LAN Settings NO. IP Address MAC Address Delete ) ¥ 9 )
4 static IP address to a device
- 1 192.168.0.123 00:B0:C2:03:58:C5 Delete by entering the device's MAC
address and your desired IP
DHCP Server DHCP Client List address, and click on "Add"
at last.
DHCP Client List 2
Refresh
Host Name IP Address MAC Address Lease Time
INVE-201304265P 192.168.0.100 CB:3A:35:D5:75:A6 23:59:43

®  |P Address: Enter the IP address for static DHCP reservation.

® MAC Address: Enter the MAC address of a computer to always receive the same IP address (the IP you just specified).
® Add: Click to add the entry to the MAC address reservation list.

® OK: Click to save your settings.

ANote:

If the IP address you have reserved for your PC is currently used by another client, then you will not be able to obtain a new IP address from the
device's DHCP server, instead, you must manually specify a different IP address for your PC to access the Internet.
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2 Wireless Settings

2.1 Wireless Basic Settings

If you want to create a WLAN for sharing Internet connection, simply click Wireless-> Wireless Basic Settings. Change the SSID, you can
name it whatever you like. For example, select 2437MHz (channel 6) and leave other options unchanged and then click OK.

FOSCAM
[ ome | nivuncea JRCTRR s hopicaion | secuny | toon |

Wirelets BATic Semings Wireless Basic Settings Help

Wireless Security Enable Wireless In this section you cas
configure the wireliis

Mceass Control Metwork Mode 11bigin mixed mode * sertings of the router such

a5 the S50 (neme ol the

Wireless Extender - - i
Prirary 510 I Ferie s _CECIAH) }—- 1 network) and Broadcast

Wirgleis Connedticn SEtul Chasnnel,

Secondary 5510

SSIDCThis is the publsc
SEI0 Brasdcast @ rable Digabile maim of your wineliss
network, It is preset to

AP Holirion Eraable & DHaable “Fad ol _ 00000 Didse

“H0000C represents the Last

Channel l Channel B{243THZ) ¥ }—. 2 el Chassciers in davics MAC

sddress.] by default. Please

Chans| Bandwidth 20 = 204D chismge it for bettes securiry.
Mote that this. field should
Extension Channel Channel 3[24 1ThiHz) * e b lel Blank.
WM Capuble @ Enable CHabile S50 Broadcast This
option allows yoi 10 ke
AFLD Capakle Enable # Dizable your nefwork rames (SH0S)
pubsdicly beoadcast or if you
choose 1o disable it, the
S50 will B hidcem.

TE Poer Low ¥

AP lsolavion When
enaliled, devices winelesiby
connected 0o th same SSI0
3 will anly be abde to access
the Inernes. This will
dizable Nl thafing asd
inged= powork
eommeanicationg for deviced

oonnected oo the same 510,

® SSID: This is the public name of your wireless network. The default is Foscam_XXXXXX. XXXXXX is the last six characters in the
device's MAC address. It is recommended that you change it for better security and identification.

® Channel: Select a channel that is the least used by neighboring networks from the drop-down list or Auto. Channels 1, 6 and 11 are
recommended.

® OK: Click to save your settings.

2.2 Wireless Security
Wireless Security Setup

This section allows you to secure your wireless network and block unauthorized accesses and malicious packet sniffing. To encrypt your wireless

network, do as follows:

1. Select the wireless network (SSID) you wish to encrypt.

2. Disable WPS. (WPS is enabled on the router by default. If you want to use other security modes, you must first disable the WPS.)

3. Select a proper security mode and cipher type (also known as WPA Algorithm or WPA Encryption Type). WPA-PSK and AES are
recommended by system default (5 security modes are available for your selection. Among them, WPA-PSK outstands with greater
compatibility and security. For more information of other security modes, see appendix 2). Specify a security key that includes at least 8
characters.

4. Click OK to complete your settings.
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FOSCAM
([ ome [ rinces SRR T

Wireless Batic Serniegs Wireless Security Setup Help
o -1 Hareyou ca s o
wirebess pasiword for yowr
Access Control Security Mode WRA - FSH{Ree —— v it SRTVeTk. Fou i
recommaended to select
Wireless Extender
wra Algorithms || % AFSRecommeended) THIP Toipaars [l 2 WPL-PSE a5 Saciriy Mode
Wireless Connection Status and AES as WP Algorithms
Security Kiry | serneam _—

WEP Koy Must be either 5 or
I-:\--'pr!u'l are & wireleis iecunify key, disable the WPS below! 13 ASCH charsetars of 10 08

WIS A TIENG = Digable Erabls 206 Hex characters

Faset LI WPA/WPAZ - Personal: You
can enable personal (PSE) of
m Cancel mixed mode, but you mast
make sore that the wingless
chient also supports the
3 salactid Security mode.

.ANote:

You can also select other security modes as you need.
WPS

Wi-Fi Protected Setup makes it easy for home users who know little of wireless security to establish a home network, as well as to add new
devices to an existing network without entering long passphrases or configuring complicated settings. Simply enter a PIN code or press the
software PBC button or hardware WPS button (if any) and a secure wireless connection is established.

Operation Instructions:

PBC: To use WPS-PBC, try the way below:

Press the hardware WPS button on the router for about 1 second and then enable WPS/PBC on the client device within 2 minutes.

FOSCAM

Wireless Basic Settings Wireless Security Setup Help

wireless password for your

Access Control Security Mode Disable o wireless network. You are

recommended to select

WPA-PSK as Security Mode
i i i i 1
To configure reless security key, disable the WPS below! and AES as WPA Algorithms

2

WPS Mode @ PBC PIN WEP Key:Must be either 5 or
13 ASCII characters or 10 or

Wireless Extender

Wireless Connection Status
WPS Settings () Disable

AP PIN Code 17944458 26 Hex characters.

Reset 00B WFA/WPAZ—Personal -You

can enable personal (PSK) or
Cancel mixed mode, but you must

make sure that the wireless

client also supports the

selected Security mode.
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PIN: On the wireless security page, enable WPS, select PIN and enter the 8-digit PIN code from network adapter; then, within 2 minutes, enable
WPS/PIN on the client device.

FOSCAM

Wireless Basic Settings Wireless Security Setup Help

.

wireless password for your

Access Control Security Mode Disable wireless network. You are
recommended to select

WPA-PSK as Security Mode
i i i i i
To configure a wireless security key, disable the WPS below! and AES as WPA Algorithms

Wireless Connection Status r
WPS Settings Disable (®) Enable 2 Type.

WPS Mode PBC ﬁ; PIN }—. 3 WEP Key Must be either 5 or

13 ASCII characters or 10 or
AP PIN Code 17944458 26 Hex characters.

Wireless Extender

Reset QOB WPA/WPAZ - Personal-You
can enable personal (PSK) or
Cancel mixed mode, but you must
make sure that the wireless
client also supports the
4 selected Security mode.

ANote :
[

With WPS successfully enabled, the WPS LED on the router keeps blinking for about 2 minutes, and during this time, you can enable WPS
on a wireless adapter; if the adapter successfully joins the wireless network, the WPS LED will display a solid light. Repeat steps above if
you want to add more wireless adapters to the router.

® Reset OOB: Clicking this button will reset SSID to factory default and disable security mode.

® Existing wireless settings will still be maintained by default after a successful WPS connection. Namely security settings and SSID on the
router will still be the same. If you want to generate a random wireless key via WPS, click Reset OOB and then follow WPS setup
instructions above.

FOSCAM

Wireless Basic Settings Wireless Security Setup Help

Wireless Security Select SSID lﬂ Foscam CBDAJ0 v r—. 1 Here you can set the

wireless password for your

Access Control Security Mode Disable v wireless network. You are

recommended to select

WPA-PSK as Security Mode
i i i i |
To configure a wireless security key, disable the WPS below! and AES as WPA Algorithms

Wireless Connection Status ) r
WPS Settings Disable m 2 Type.

WPS Mode @ PBC PIN WEP Key:Must be either 5 or
13 ASCII characters or 10 or

Wireless Extender

AP PIN Code 17944458 26 Hex characters.

ll Reset 00B WPA/WPAZ-Personal:You

can enable personal (PSK) or
0K Cancel mixed mode, but you must
make sure that the wireless
3 client also supports the

selected Security mode.

ANote:

®  To use the WPS security, the wireless client must be also WPS-capable.
e  Before you press the hardware WPS button on the device for WPS/PBC connection, making sure the WPS feature has been enabled on the
device.
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2.3 Access Control

The Access Control feature allows you to specify a list of devices to Permit or Forbid a connection to your wireless network via the devices’

MAC addresses. All other devices not listed as Permitted will be Forbidden and vice versa.

1. Select the wireless network (SSID) you wish to enable Access Control on.

2. MAC Address Filter: Select Permit or Forbid from the drop-down list.

3. To permit a wireless device to connect to your wireless network, select Permit, enter its MAC address, click Add and then OK. Then only
this device listed as “Permitted” will be able to connect to your wireless network; all other wireless devices will forbidden.

Example: To forbid the PC at the MAC address of C8:3A:35:65:82:E6 from connecting to your wireless network, do as follows:

Wireless Basic Settings Access Control Help
Wireless Security Select SSID Foscam CS8DA0 v 1 specify a list of wireless

devices to "Permit” or
Access Control .‘ o .
MAC Address Filter Forbid v 2 Forbid" a connection to

your router via the devices’
MAC addresses. All other

Wireless Extender
MAC Address

Wireless Connection Status devices not listed as
C8 - 3A -3 - B5 - 82 - EB 3 |ﬁ 4 Permitted will be Forbidden

and vice versa.

CB8:3A:35:65:82:E6 Delete

Stepl. Select an SSID, say, Foscam_C8DA90.

Step2. Select Forbid from the corresponding drop-down menu.

Step3. Enter C8:3A:35:65:82:E6 in the MAC address box and click Add.

Step4. Click OK to save your settings. You can add more wireless MAC addresses you wish to forbid.

2.4 Wireless Extender
WISP Mode

If your router acquires Internet access from a wireless Access Point, please select WISP mode. Specific steps are as follows:
1. Click Wireless>Wireless Extender, select WISP mode and click Open Scan.

[ home ] roverces [T o5 ] ortcaton | secwr | oo ]
Wireless Raiic Settings Wireless Extender Help
Wireless Security Extendir kisde [ WAEE ideda N }_- 3 Bare you Can S8l the Bridge
modeliniversal Repeater.
Access Control ] WISE, WO Brickge) 16 extend
2 wirElEss COvErEge.
Chamne A Sct .
Universal Eepeatedinthis
Wirsless Connection STus N
cecwrity kicde P~ . mode, the router will relay

At 1 ar AdRSdiated foot
d AP and AP funstion is
wrabled mspaimatiiby, The
wireless repeater relays
o Cancel Siggral Bataars i15 SN
and the root AF for greater

wirelens ramge
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2. Select the AP you wish to connect, such as Foscam-000248, click OK, and click Close Scan ;

FOSCAM

Wireless Basic Settings
Wireless Security
Access Control

Wireless Extender

Wireless Connection Status

Wireless Extender
Extender Mode

WISP Mode 3

EMIME The page at 192.168.0.1 says:

Flease dlick O to confirm to connect to selected AP!

Channel
Security Mode
Close Scan
Select SSID MAC Address  Channel Security

©®]  Foscam_000248  C8:3A:35:00:00:FC 11 WPA_AES

O Foscam_5EA220 C8:3A:35:5E:A2:20 10 NONE

OK Cancel

Signal
Strength

58

62

Help

Here you can set the Bridge
mode(Universal Repeater,
WISP, WDS Bridge) to

extend wireless coverage.

Universal Repeater:In this
mode, the router will relay
data to an associated root
AP and AP function is
enabled meanwhile. The
wireless repeater relays
signal between its stations
and the root AP for greater
wireless range.

3.  Enter the wireless security key of the selected SSID , and click OK.

F@S5CAM

Wirkleis Radic Sartings

Wireless Security

Arcess Conirol

Wireles s Connection STaus

[ rome | novamces [T s T popicaons | secunty | tous |

Wireless Extender

WISP Mode ¥

S50 Fossam 000243

Charnel L] "

St ity Mot WPAPSE "
WA Algorithems o AES TEIF TEIFSAES
Laounmy Ky [..-m-.-u-. ]
(ipen Scan

o

Help

FEcE o CAN REl the B
mode{Universal Repeater.
WISP WOH Brdge) 1o axtind
wireless coverage.

Universal Bepeated:in this
meode, the rouser wall relay
dara 1o an assodianed oot
AP and AF function is
wnablied msaratvile. T
winehess repeaber relays
sigral Berasem it Stacons
and the root AF for greater
wineless ramge.

WISF Bgdecin this mods
the rouber b quingd Inbernet
actess from a wireless
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4.  Save the settings and the router will reboot automatically.

FOSCAM

Wireless Basic Settings Wireless Extender Help

Wireless Security Extender Mode WISP Mode “ Here you can set the Bridge
mode(Universal Repeater
Access Control WISP» WDS Bridge) to

kA PR [x] extend wireless coverage.
reless Extender —

Universal Repeater:In this
Wireless Connection Status .
mode, the router will relay
data to an associated root
AP and AP function is

enabled meanwhile. The

TET RO T IIITT ) T T T OAES

Security Key . - wireless repeater relays

signal between its stations
Open Scan and the root AP for greater

wireless range.

WISP Mode:|n this mode

the router acquires Internet

Cancel

5. Internet Connection Setup: Click Advanced>Internet Connection Setup, select Internet Connection Setup, such as DHCP, and click OK.

F&sCAM
ERNONY wcics | aes | sopicaton | secuny | roos |

SEatus Internel Conneclion Setup Help
Inpermet Conme Inbermet Connection Type [ oHCE - I CHHC P DHEP o Dynamnic BF
B 3 CONNECTIon Ty that
LA Chone MTU 1500 allcewrs gthe rauter 1o
WAN Speed (The default valug is 1500, Do not medify it unbess mustomatically scriny IF
vequired by your IS5 i fcemation freen yaur 59 gr
LAM Setmings VOB ISR neTworking

equepment Toe Infenat

DING Settings access. No configurations
i are meeded iF this Sptian i3

DHCE Sereer seherred.

DHOP Client List Contact your P for haelp if
WA Are neot Suee about
which Intefnel <oanedtion
TP 10 usE,

6. Click Advanced>Status and the connection status displays Connected.

FOSCAM
[ rome SRR i | aos ] sopucaions | secuniy | roos |

Internet Connection Setup Connection Status Connection Status:Refers

to the connection between

MAC Clone Internet Connection Type  DHCP the router and the device
d connected to the router's
e pes: WAN P 192.168.10.103 WAN
R eitings Subnet Mask  255.255.255.0 Internet Connection
q Type:
DNS Settings Gateway 192.168.10.10 e
This can be set in Advanced
DHCP Server DNS Server  192.168.10.10 > Internet Connection Setup.
DHCP and PPPOE are the
DHCP Client List Alternate DNS Server most common.
Connection Time  00:04:48 Connection Time:Displays

WAN connection duration
for the DHCP/Dynamic IP

Release Refresh and PPPoE connection type.
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&Note :

®  When the settings finished, remember to enter Internet Connection Setup to set up Internet connection.

o  \rify that the SSID, channel, and security mode on the page match those of the added wireless network. If not, manually correct them.

e  For the normal wireless connection between two routers, do not change this router’s SSID settings, including SSID, channel, security mode
and security key.

Universal Repeater Mode

In this mode, the router will relay data to an associated root AP and AP function is enabled meanwhile. The wireless repeater relays signal
between its stations and the root AP for greater wireless range. Steps are shown as below:

1. Click Wireless>Wireless Extender, select Universal Repeater in the extender mode and click Open Scan.

FOSCAM

Wireless Basic Settings Wireless Extender Help

Wireless Security Extender Mode Universal Repeater .] Here you can set the Bridge
mode(Universal Repeaters

e (ST - WISP, WDS Bridge) to extend

. wireless coverage.
Wireless Extender
Channel Auto select v

Universal Repeater:in this

Wireless Connection Status )
Security Mode Disable v mode, the router will relay

= data to an associated root
AP and AP function is
J enabled meanwhile. The
wireless repeater relays
O TR signal between its stations
and the root AP for greater

wireless range.

2.Select the AP you wish to connect, such as Foscam-000248, click OK, and click Close Scan;

FOSCAM

Wireless Basic Settings Wireless Extender Help

Wireless Security Here you can set the Bridge

Extender Mode Universal Repeater ~
mode(Universal Repeater.

Access Control S50 WISP, WDS Bridge) to

. extend wireless coverage.
Wireless Extender 9
Channel Auto select 4

Universal Repeater:in this
Wireless Connection Status P
mode, the router will relay
Security Mode Disable i
data to an associated root

AP and AP function is
Close Scan
enabled meanwhile. The

wireless repeater relays

Security Signal signal between its stations
Strength and the root AP for greater
o \?/ Please click OK to confizm to connect to selected &PI fyp 58 wireless range.
o) [AWPAZ_AES 61 WISP Mode:ln this mode
(= l Foscam_000248  C8:3A:35:00:00:FC 11 WPA_AES 38 the router acquires Internet
i access from a wireless
o] Foscam_ceshi C8:3A:35:0E:8388 11 NONE 32 Access Point. This method
o Foscam_0000EO  (C8:3A:35:00:00:F1 11 WPA_AESTKIP 59 requires you to set the

wireless name of Access
Point, Channel and Security
to match the wireless

Ok Cancel )
Access Point.
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7.  Enter the wireless security key of the selected SSID ,and click OK.

FOSCAM
[ home | rovances IO o5~ appicatons | securty | roon |

Wireless Baver Semnngs Wireless Extender Help

Wireless Sequrity Bunender Mads \eivaraal R epaater o Here vou can set the Bridge
modeilnmerssl Repeater,

Accend Centrel SUD | Foscam CO0348 WISF ; WOS Bridge) 12

m e
Chamee 11 i

Universal Repeater:in thes

Wireless Connection Status
made, B réuter will relay

Securmy Mode WRAP K il
dacs 1 am aseoCiated root
AF and AF fanthen i

WA Algaitheris =} AES TEIP i THKIPAAES
® 0 enabled meanwhile. The

Secunty Key T ] wtdleds regeater el
signal between it statons
Qpen Sean and ehe root AF far greater
wareless range
Qi Cancel

8.  Save the settings and the router will restart automatically.

FOSCAM
o RN oes [ oo | scury | roos

Wirgless Basac Semtings Wireless Extender Help

Here yoiu Can set the Bridge
mode{Useersal Reneanes
Accers Control WISP » WIS Bridge) 1o

m o : etend wirelers coverage

L 1 R rer:in
Wireless Connectan Sanus \EJ Flusve qlick OF te pewe tha settisgs wel 1he rewier will rebsst entesstically, mrverial Repeatesin
made, the rowter will relay

II dars 1 am Bssenmed rost

AP and AP Fenction is

Wireless Securiy Extender Made

Urivarial Rapadler i

T TR T TRIT T TEITEEET
enkbled meamwhile. The
Sacwrity Key TTTTITTITTTY wargless repester relays
signal BEraeen 4 SEALSAS
Cipén Scan and the root &F for greater

weless Fange

Cancel WISF Mode:in ths mode

the Fouber &fgueres Inernet
access from a wireless
Acteds Paint. Thed methad
requires you b set the
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WDS Bridge Mode

Wireless distribution system (WDS) is a system enabling the wireless interconnection of access points in an IEEE 802.11 network. It allows a
wireless network to be expanded using multiple access points without the traditional requirement for a wired backbone to link them. Note: The
Access Points you select must support WDS.

.| Pcl

\7 1P:192.168.0.100
Internet
. [eoow. .0
\ )
'@ wan | 1 E\’ 1P:192.168.0.101

Routerl
LAN1IP:192.168.0.1

\ 7
(i
. L' Pc3
~~ 1P:192.168.0.102
eove. .0
I ‘B Pc4
- 1P:192.168.0.103
Router2

LANIP:192.168.0.10

For example:

As seen in the figure above, PC1 and PC2 access the Internet via a wireless connection to Router 1. While PC3 and PC4 are too far to directly
connect to Router 1 for Internet access. Now you can use the WDS bridge feature to let PC3 and PC4 access the Internet.

Before you get started:

1. View and note down the wireless security settings: security mode, cipher type, security key, etc. on Router 1; Click Status>LAN Settings and
check the IP address.

Status LAN Settings Help
Internet Connection Setup This page is used to set the basic network parameters for LAN. Here you can set the LAN [P
LAN MAC Address  C8:3A:35:C8:DA:90 Address and Subnet Mask.

e This IP Address is to be

WAN Speed IP Address | 182.168.0.1 used to access the router's
homepage through a web

LAN Settings Subnet Mask 255.255.255.0 v browser. Be sure to make a
note of any changes you

DNS Settings apply to this page. Default

Ok Cancel settings are 192.168.0.1
DHCP Server and 253.255.255.0
DHCP Client List

2. Click Wireless>Wireless Basic Settings to check router one’s wireless basic settings.
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FOSCAM

Wireless Basic Setings Help

Wireless Security Enable Wireless In this section you can
configure the wireless
Access Control Netwark Mode 11bl/gin mized mode he settings of the router such

Wireless Extender

Wireless Connection Status

o

Primary 55

D

Secondary 55

Foscam_CE80AS0

as the 551D iname of the
network) and Broadcast

Channel.

SSID:This is the public

SSID Broadcast @ Enable () Disable name of your wireless
network. It is preset to
AP Isolation (O Enable (® Disable "Foscam_XXKXXX" (where
HHHHKK" represents the
Channel Channel 6(2437TMHz) b last six characters in device
MAC address.) by default.
Channel Bandwidth O 20 ® 20/40 Please change it for better
security. Note that this field
Extension Channel Channel 2{2417MHz) . should not be left blank.
WMM Capable (® Enable > Disable SSID Broadcast:This
option zllows you to have
APSD Capable (O Enable (® Disable your network names (55IDs)
publicly broadcast or if you
TX Power Law 2 choose to disable it, the 551D
will be hidden.
Ok Cancel

3. Click Wireless>Wireless Security to check router one’s wireless security settings.

FOSCAM

Wireless Basic Settings

Wireless Security

Wireless Security Setup

Help

Select 551D Foscam_C8DAS0 e Here you can set the
wireless password for your
Access Control .
Security Mode WPA- PSK{Recommended) £ wireless network. You are

Wireless Extender

Wireless Connection Status

WPA Algorithms

Security Key

() AES(Recommended) O TRIP © TKIP&AES

To configure a wireless security key, disable the WPS below!

recommended to select WPA
-P5K as Security Mode and
AES as WPA Algorithms
Type.

WEP Key:Must be either 3
or 13 ASCH characters or 10

or 26 Hex characters.

WPS Settings (& Disable O Enable
WPA/WPA2-Personal:You
can enable personal (PSK) or
mixed mode, but you must
Ok Cancel make sure that the wireless

client also supports the

selected Security mode.
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4. Verify that DHCP server is enabled on Router 1: Click Advanced>DHCP Server.

FOSCAM

Status DHCP Server

Internet Connection Setup DHCP Server Enable

S IP Paol Start Address 192 168.0.| 100
WAN Speed
IP Pool End Address 192.168.0. 450
LAN Settings
Lease Time One day w
DNS Settings

DHCP Server OK Cancel

DHCP Client List

[ ome JRPRRER wriess |~ cos | hvpicanons | ecurny | toms

Help

DHCP server (Dynamic Host
Configuration Protocol)
assigns an P address 1o
each device on the
LAN/private network. When
you enable the DHCP Server,
the DHCP Server will
automatically allocate an
unused IP address from the
IP address pool to the
requesting device as long as
the device is set to "Obtain
an IP Address

Automatically”.

5. Set the LAN IP address of Router 2 to a different address yet on the same net segment as Router 1.

As shown below:

Router 1:

LAN IP: 192.168.0.1;

Subnet Mask: 255.255.255.0;

Router 2:

LAN IP: 192.168.0.10;

Subnet Mask: 255.255.255.0;

Then do as follows:

1. Configure Router 2:

1) Wireless Working Mode: Select WDS Bridge Mode.
2) Click Open Scan to search for Router 1.

FOSCAM

Wireless Basic Settings Wireless Extender

e =iy Extender Mode ﬂ‘ WDS Bridge v ]

Access Control
SSID

Wireless Extender
Channel

Auto select v
Wireless Connection Status
AP MAC Address
AP MAC Address
Security Mode Disahle 4

G

Ok Cancel

Help

Here you can set the Bridge
modeiUniversal Repeater s
WISP 5 WDS Bridge] to

extend wireless coverage.

Universal Repeater:In this
mode, the router will relay
data to an associated root
AP and AP function is
enabled meanwhile. The
wireless repeater relays
signal between its stations
and the root AP for greater

wireless range.

WISP Mode:In this mode

the router acquires Internet

access from a wireless
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3) Select the wireless network to connect click OK, and click Close Scan;

FOSCAM

Wireless Basic Settings
Wireless Security
Access Control

less Extender

Wireless Connection Status

Wireless Extender

Extender Mode WDS Bridge
SSID
Channel Auto select

? ) Flease click OK to confirm to connect to selactad API

Close Scan

Help

Here you can set the Bridge
mode(Universal Repeater.
WISP, WDS Bridge) to

extend wireless coverage.

Universal Repeater:In this
mode, the router will relay
data to an associated root
AP and AP function is
enabled meanwhile. The
wireless repeater relays
signal between its stations
and the root AP for greater

wireless range.

WISP Mode:In this mode

Select SSID MAC Address  Channel Security Signal
Strength the router acquires Internet
access from a wireless
Foscam_000248 C8:3A°35:00-00-FC 11 WPA_AES 56 Access Point. This method
O Foscam_ceshi C8:3A 35 1EAABE 7 WPA_AES 59 requires you to set the

OK Cancel

wireless name of Access
Point, Channel and Security
to match the wireless

Access Point.

4) Enter the wireless security key of the selected SSID ,and click OK.

FOSCAM

Warghiis Baie Sethngi
Wireless Security

Arcers Controd

b i

wtender

Wireless Connecmeza Sranus

T

wireless Expender

Extemsdar Mode

SD Foscam 000248

WS Bndge =

11 -
AP MIALC Addresi CEIAIEONIFC
AP MALC Sddress
Secuity Made WPA-PEK -
WPA Algorehma (@ &S O TEP i TEIFRAES
Sturdy Kay CEEEEEET
Opedrs SCa0

Cancel

Help

Here you can set the Bridge
mode{Uarsersal Repearer s
WISF » WDS Bridge) 1o
exiend wireleys coverage

Unrverial Repeared in tha
madie, the rowier will relay
dats 13 a8 aseotiated roor
AF amd AP Fanction it
enabled meamviile. The
wareless repeater relays
signal beraeen ity SEALONS
and the root 4F for greater
wareless range

WISF Mode:in ths mode
the FoUDEr BLguses Imernet
scoess from & wirebess
Access Paint Thes method
requires you to sat the
wareless mame of Access
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6) Click OK on the prompt window;

FOSCAM

Wireless Basic Settings Wireless Extender Help

Wireless Security Extender Mode WDS Bridge s Here you can set the Bridge
modeiUniversal Repeater,

Access Control . WISP, WDS Bridge) to

EEREMHE ] extend wireless coverage.
Wireless Extender ==

Please click OK to save the settings and the router will reboot automatically. Universal Repeater:in this
maode, the router will relay
data to an associated root
AP and AP function is

enabled meanwhile. The

Wireless Connection Status

T T

. wireless repeater relays
Security Mode WPA-PSK v e ¥
signal between its stations

WPA Algorithms @ AES © TKIP © TKIP&AES and the root AP for greater
wireless range.

Security Key X
WISP Mode:ln this mode

the router acquires Internet
Cpen Scan a .

access from a wireless

Access Point. This method

Cancel reguires you to set the
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7) Go to DHCP Server to disable the DHCP on Router 2. Now you have finished all settings on Router 2 required for WDS.

FOSCAM
[ rome RSPV i | avs | nopicauons | securiy | oo

Status DHCP Server Help

Internet Connection Setup DHCP Server [ [ Enable DHCP server (Dynamic Host

Configuration Protocol)

R aane IP Pool Start Address  192.168.0. 100 assigns an IP address to
WAN Speed each device on the
IF Pool End Address 192.168.0. | 150 LAN /private network. When
LAN Settings you enable the DHCP Server,
Lease Time One day N the DHCP Server will
DNS Settings automatically allocate an

— unused IP address from the
requesting device as long as
DHCP Client List the device is set to "Obtain
an IP Address

Automatically”™.

2. Configure Router 1:
1. Go to wireless section on Router 1 and specify WDS (or WDS Bridge) as its wireless working mode.
2. Manually enter Router 2's MAC address (Also, you can use the Scan option as mentioned above) and click OK to finish your settings.

FOSCAM

Wireless Basic Settings Wireless Extender Help

Wireless Security Extender Mode n‘"'“-"DS Bridge “w ] Here you can set the Bridge
mode{Universal Repeater s

fe=jcontal S0 WISP, WDS Eridge) 1o

extend wireless coverage.
Wireless Extender
Channel Auto select b

Universal Repeater:In this

Wireless Connection Status de th ol rel
mode, the router will relay
AP MAC Address : ¥
data to an associated root

AP and AP function is

enabled meanwhile. The

AP MAC Address

. wireless repeater relays
Security Mode Disahle 4 ° *
signal between its stations

” and the root AP for greater

wireless range.

WISP Mode:In this mode

(8174 cancel X
the router acquires Internet

access from a wireless

2.5 Wireless Connection Status
Here you can see a list of wireless devices connected to the router, including their MAC addresses and bandwidth

FOSCAM

Wireless Basic Settings Wireless Connection Status Help

Wireless Security Select SSID Foscam 000248 v Here you can see a list of
wireless devices connected
s (Ernnd] The currently connected hosts list.  Refresh to the router.

Wireless Extender Bandwidth:The channel

) } NO. MAC Address Bandwidth frequency width of each
Wireless Connection Status
1 C8:3A35:C2:CAEY 20M connection. 40M is required

for 802.11n speeds.

&Note:

The bandwidth here refers to the channel bandwidth instead of wireless connection rate.
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3 QoS

3.1 Bandwidth Control

Use this section to manage bandwidth allocation to devices on your LAN. If there are multiple PCs behind your router competing for limited
bandwidth resource, then you can use this feature to specify a reasonable amount of bandwidth for each such PC, so that no one will be over

stuffed or starved to death.

FOSCAM

Bandwidth Control

Traffic Statistics

QoS

[ tome | avanced | wirtess |

Bandwidth Control

1

Enable Bandwidth Control

Help

The Bandwidth Control helps

you to improve network

IP Address

192.168.04 100

~ 100

Upload /Download

Bandwidth Range

performance by specifying
the download/upload speed
for computers.

(KByte/s) 4 Upload/ Download:Select

upload or download from

T
oo =6

No. IP Range

1 192.168.0.100~100 Upload

7 -—{ o< |

128~128 R

Cancel

Destination Bandwidth Range Enable Edit

the drop-down list.

Bandwidth Range:Set a
upload /download bandwidth

limit on specified PC(s).

Delete

Note:The maximum

upload /download bandwidth

Edit Delete

should not exceed the
bandwidth provided by your
ISP.

® Enable Bandwidth Control: Check or uncheck the box to Enable or disable the bandwidth control feature.

® |P Address: Specify the same IP address (say, 100, 100) or two different IP addresses

address or an IP range to which the current bandwidth control rule will apply.
® Upload/Download: Select to control bandwidth over data upload or download.
® Bandwidth Range: Specify an upload/download bandwidth range limit on specified PC(s). The unit is KByte/s. 1M=128KByte/s. Note
that maximum upload/download bandwidth should not exceed your router's WAN bandwidth limit. (Consult your ISP if you are not clear.).
®  Enable: Check to enable current rule. (When disabled, corresponding entry will not take effect though existing in fact.)
®  Add to List: Click to add current rule to the rule list.
®  OK: Click to activate your settings.

For example:

(say, 100, 110) in both boxes to specify a single IP

If you are sharing a 4M broadband connection with a neighbor, who always exhausts the bandwidth resource downloading data, this feature will

help. Simply specify half of the 4M bandwidth for your neighbor's PC (say,

192.168.0.100) and you will no longer need to struggle for

bandwidth and your neighbor will only get up to 2M bandwidth. To do so, follow instructions below:

FOSCAM

Bandwidth Centrol

Traffic Statistics

[ tome | vances | wiess |

QoS

Bandwidth Control

1

Enable Bandwidth Control

Help

The Bandwidth Control helps

you to improve network

IP Address

192.168.04 100

~ 100

Upload/Download

Bandwidth Range

performance by specifying
the download/upload speed
for computers.

Upload/Download:Select

0 T
e

No. IP Range

1 192.168.0.100~100 Upload 256n256 A

7 ]

Cancel

Destination Bandwidth Range Enable Edit

upload or download from

the drop-down list.

Bandwidth Range:Set a

upload/download bandwidth

limit on specified PC(s).
Delete Note:The maximum

Edit Delate upload/download bandwidth

should not exceed the
bandwidth provided by your
ISP.

1. Check Enable.

2. Input "192.168.0.100" in both 1P address boxes.

3. Select Download.

4. Enter "256" in both bandwidth range fields.

34



FOSCAM Wireless N300 High power Router

5. Check Enable.
6. Click Add To List
7. Click OK.

3.2 Traffic Statistics
Traffic Statistics allows you to see at a glance how much traffic each device in your network is using.

Bandwidth Control Traffic Statistics Help

Traffic Statistics Enable Traffic Statistics [|@) Enable Traffic Statistics allows you

to see at a glance how much

traffi h device i
IP Address Uplink Downlink Sent Sent Received Received faffic each device In your

work is using.
Rate(KByte/s) Rate(KByte/s) Message BytesMByte Message BytesMByte network is using

192.168.0.100 0.00 0.00 0 0.00 0 0.00

l OK I Cancel

® Enable Traffic Statistics: Check/uncheck the box to enable/disable the Traffic Statistics feature. To see at a glance how much traffic each
device in your network is using, enable this option. However usually, disabling it may boost your network performance. This option is
disabled by default. However, once enabled the page refreshes every five minutes.

OK: Click to activate corresponding settings.

IP Address: Displays IP addresses of PCs connected to the device.

Uplink Rate: Displays the upload speed (KByte/s) of a corresponding PC.

Downlink Rate: Displays the download speed (KByte/s) of a corresponding PC.

Sent Message: Displays the number of packets sent by a corresponding PC via the device since Statistics is enabled.

Sent Bytes: Displays the number of Bytes sent by a corresponding PC via the device since Statistics is enabled. The unit is MByte.
Received Message: Displays the number of packets received by a corresponding PC via the device since Statistics is enabled.

Received Bytes: Displays the number of Bytes received by a corresponding PC via the device since Statistics is enabled. The unit is
MByte.

4 Applications

4.1 Port Range Forwarding

{
| PC2
<~ 1r1192.168.0.101

Internet S

oo . .
=\ pc23222 /’% T T il‘ Pel
1P:2.2. J
gg ‘P WAN P 1p1192.168.0.100
- Router

P:1111

Port range forwarding is useful for web servers, ftp servers, e-mail servers, gaming and other specialized Internet applications. When you enable
port forwarding, the communication requests from the Internet to your router’s WAN port will be forwarded to the specified LAN IP address. As
seen in the figure above, to let PC3 access service ports on PC1, you must first configure port forwarding settings on the router to which PC1 is
uplinked.
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DMZ Host Port range forwarding is useful for web servers, ftp servers, e-mail servers, gaming and To forward ports to an
other specialized Internet applications. When you enable the port range forwarding, the internal host, specify a
EES communication requests from the Internet to your router’s WAN port will be forwarded to range of ports from
] the specified LAN IP address. 1~65535 (for a single port,
UPNP Settings
enter the port number in
Static Routing NO. start Port-End Port LAN IP Protocol Enable Delete both Start and End fields.
; - Then enter the internal
Routing Table - 192-168. _— M host's IP Address. Be sure 1o
2. 192.168.0. - . statically assign the host's
IP Address in the Advanced
3. 192.168.0. 2 TCP 3 v 4 > DHCP Client List section
to make this function
4, | 192.168.0. TCP v effective. Specify the
protocol required for the
3 ] 192.168.0, P v service utilizing the port(s).
Click on "Enable” and then
6. - 192.168.0. v
Tep "OK",
7. - 192.168.0. v
TCep Start Port-End Port:
8. ] 192.168.0. TP v Specify the WAN service
ports.
9. - 192.168.0. TP v
Enable:Check to activate
10. - 192.168.0. TCP v corresponding settings.
Delete:Click this button
Well-known service ports: DNS(53) + Add to D)4 v and then OK to clear
corresponding settings.
Cancel Add to-Click to add well-
known service ports to the
5 selected item/rule.
®  Start/End Port: Specify a range of ports between 1~65535 (for a single port, enter the port number in both Start and End fields, say, 21 for
FTP). Contact corresponding service provider if you don't know the port number of the service to use.
®  LAN IP: Specify the internal host’s IP address. Be sure to statically assign the host’s IP address to make this function constant.
®  Protocol: Specify the protocol required for the service utilizing the port(s).
® Enable: Check to enable current settings.
® OK: Click to activate your settings.

Now, your friends only need to enter ftp://xxx.xxxX.xxx.xxx:21 in their browsers to access your FTP server xXxX.XXX.XXX.xxx is the router's WAN
IP address. Assuming it is 172.16.102.89, and then your friends need to enter ftp://172.16.102.89: 21 in their browsers.

For example: You want to share some large files with your friends who are not in your LAN; however it is not convenient to transfer such large
files across network. Then, you can set up your own PC as a FTP server and use the Port (Range) Forwarding feature to let your friends access
these files. Assuming that the static IP address of the FTP server (Namely, your PC) is 192.168.0.10, you want your friends to access this FTP
server through default port of 21 using the TCP protocol, then do as follows:

Start/End Port: Enter 21 in both Start Port and End Port fields.

LAN IP: Enter 192.168.0.10.

Protocol: Select TCP.

Enable: Check to enable current settings.

OK: Click to activate your settings.
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FOSCAM

Port Range Forwarding Help

Port Range Forwarding

DMZ Host

DDNS

Port range forwarding is useful for web servers, ftp servers, e-mail servers, gaming and
other specialized Internet applications. When you enable the port range forwarding, the
communication requests from the Internet to your router’s WAN port will be forwarded to

] the specified LAN IP address.
UPNP Settings

To forward ports to an
internal host, specify a
range of ports from
1~65535 (for a single port,

enter the port number in

Static Routing NO. start Port-End Port LAN IP Protocol Enable Delete both Start and End fields.
i . Then enter the internal
1. 192.168.0
Routing Table ” L = host's IP Address. Be sure to
2. 192.168.0. - . & statically assign the host's
i IP Address in the Advanced
3. 192.168.0. 2 TCP v =] > DHCP Client List section
to make this function
4. - 192.168.0. TCcP v O (=] effective. Specify the
protocol required for the
3 ] 192.168.0, P v |- - service utilizing the port(s).
6. | 192.168.0. cp g - Click on "Enable” and then
"OK".
7. - 192.168.0. (] ()
TCep v Start Port-End Port:
8. | 192.168.0. TP Y@ = Specify the WAN service
ports.
9. - 192.168.0. Tcp v 0 o
Enable-Check to activate
10. - 192.168.0. TCP v O o corresponding settings.
Delete:Click this button
Well-known service ports: DNS(53) Add to D)4 v and then OK to clear
corresponding settings.
Cancel Add to-Click to add well-

known service ports to the
selected item/rule.

.ANote:

If you include port 80 on this section, you must set the port for remote (web-based) management to a different number than 80, such as 8080,

otherwise the virtual server feature may not take effect.

4.2 DMZ Host

The DMZ (De-Militarized Zone) function disables the firewall on the router for one device for a special purpose service such as Internet gaming
or video conferencing. Enabling DMZ host may expose your local network to potential attacks. So it is advisable to use this feature with

caution.

FsSCAM

Poat Range Fonwarding DMF Host

NOTE When the DMZ host i enabled, the firewall settings of the DMT host will not

[ ome | dvanced | e | s [

Help

The DMZ (D~ Militanzed

function. Zona) funcison disables the
DONS fi [ L
DMZ Haost 1P Address 192 1650, 900 rewall on the router for cne
dirvice Tof & special sefvice
UPNP Settings 8
such a3 Infermset gaming o
SEatic Roating vidind Coilenamsing,
Routing Table DM Host |P Address The

1P address of chi desice Tor
which the router’s Firewall
il B disabled, B fishe 10
statically set the IF address
of that dévie in the DHCP
Cliemt List Section 1o ensure
thuit this Tusseion 0

COnFsTENL

DMZ Host IP Address: The IP Address of the device for which the router’s firewall will be disabled. Be sure to statically set the TP Address of

that device for this function to be consistent.
Enable: Check/uncheck to enable/disable the DMZ host feature.
OK: Click to enable your settings.
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'ANote:

Once enabled, the DMZ host loses protection from device's firewall and becomes vulnerable to attacks.

4.3 DDNS

Dynamic DNS or DDNS is a term used for the updating in real time of Internet Domain Name System (DNS) name servers. Dynamic DNS or
DDNS is a term used for the updating in real time of Internet Domain Name System (DNS) name servers. We use a numeric IP address allocated
by Internet Service Provider (ISP) to connect to the Internet; the address may either be stable (“static™), or may change from one session on the
Internet to the next ("dynamic"). However, a numeric address is inconvenient to remember; an address which changes unpredictably makes
connection impossible. The DDNS provider allocates a static host name to the user; whenever the user is allocated a new IP address this is
communicated to the DDNS provider by software running on a computer or network device at that address; the provider distributes the
association between the host name and the address to the Internet's DNS servers so that they may resolve DNS queries. Thus, uninterrupted
access to devices and services whose numeric IP address may change is maintained. (You need to have an account with one of the Service
Providers in the drop-down menu first.)

Port Range Forwarding DDNS Help
DMZ Host DDNS Service w Disable DDNS (Dynamic DNS)

Y Service allows you to assign
DDNS . . . . =
Service Provider dyndns.org ¥ Sign up 2 a fixed domain name for

your dynamic WAN IP

UPNP Settings
Username address so that you can

Static Routing remotely access your LAN

Password | _— 3 from the web. You need to
Routing Table have an account of any
Domain Name | Service Providers in the

drop-down menu first.

Cancel DDNS Service Enter your
Username, Password, and
Domain Name (Host Name)
that you registered with the

4 DDNS service provider to
enable the service for this

router.

DDNS Service: Select to enable/disable the DDNS feature.

Service Provider: Select your DDNS service provider from the drop-down menu. (Here you can see a list of available service providers.
Note that service providers not listed here are not available for use.)

User Name: Enter the registered user name.

Password: Enter the registered password.

Domain Name: Enter the domain name you register.

OK: Click to activate your settings.

ANote:

This feature is usually used together with virtual server and is disabled by default. Configure necessary settings on port forwarding interface and
enter the information provided by your DDNS service provider on the DDNS screen. If your domain name is foscam.dyndns.org, others can
access your web server by simply entering http://foscam.dyndns.org in their browser address bar.

4.4 UPNP Settings

The Universal Plug and Play (UPnP) feature allows network devices, such as computers from the Internet, to access resources on local host or
devices as needed. UPnP-enabled devices can be discovered automatically by the UPnP service application on the LAN. This feature is enabled
by default. No settings are required.
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Port Range Forwarding UPNP Settings Help

DMZ Host l cnable UPne @ UPnP(Universal Plug and
J Play) allows windows based
BERS oK o systems to configure the
TS device for various Internet
ings
o applications automatically.
Static Routing

Routing Table

® Enable UPnP: Check/uncheck to enable/disable the UPnP feature.
®  OK: Click to complete your settings.

4.5 Static Routing

When there are several routers in the network, you may want to set up static routing. Static routing determines the path of the data in your
network. You can use this feature to allow users on different IP domains to access the Internet via this device. It is not recommended to use this
setting unless you are familiar with static routing. In most cases, dynamic routing is recommended, because this feature allows the router to
detect the physical changes of the network layout automatically. If you want to use static routing, make sure the router’s DHCP function is
disabled.

| tome | Advanced | wirciess | qos JECLELl sccurity | Yook ]
Pt Rangs Fonsarding Statkc Rouling Help
_-— SRavic RMouting Whes The e
Desmnation Nerwork  Subiner Mask Caleway
are several routers in the
DO IP Address

nEtwaik, Yol My Wit 1o

& 65 L1550 &8 10 | I tatic rowting,
UPNP SEITINGS I 152 163 65 0 ] I 255 255 31550 I [ 152 168 102 I Add S0 Up static roarting
Snatier pouting detedmises
192.168.88.0 2552552550 T92.088.10.2 Dl the path of the data in your

PtAST You Caf Uie thid
i featere to alliw users on
|
Ok Cancel differant IF dosmaing 0o

Destination Network IP Address: Specify a single IP address, say, 172.17.0.100, or an IP net segment, .say, 192.168.88.0.
Subnet Mask: Specify a Subnet Mask that corresponds to the specified destination IP.

Gateway: Specify the IP address for next hop.

OK: Click to activate your settings.

ANote:

®  Gateway must be on the same IP net segment as device's LAN/WAN IP address.

® Subnet Mask must be entered 255.255.255.255 if destination IP address is a host.

® Subnet Mask must be entered accordingly if destination IP address represents an IP network segment. It must correspond to the specified IP
address. For example, for IP address of 10.0.0.0, you may enter a subnet mask of 255.0.0.0.

Routing Tabls
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4.6 Routing Table
This page displays the device core routing table which lists destination IP, subnet mask, gateway, hop count and interface.

Port Range Forwarding Routing Table Help
DMZ Host o There are three types of
Destination IP Subnet Mask Gateway Hops  Interface .

interfaces:

Lot 0.0.0.0 0.0.0.0 192.168.10.10 1 vlan2 vlan2 - WAN interface,

UPNP settings 192.168.0.0 255.255.255.0 192.168.0.0 0 bro PPPO - PPPOE Interface,
bro - LAN interface.

) _ 192.168.10.0 255.255.255.0 192.168.10.0 0 vlan2
Static Routing
Reuting Table Refresh

The principal task for a router is to look for an optimal transfer path for each data packet passing through it, and transfer it to the specified
destination. To complete this work, the router stores and maintains related data of various transfer paths, i.e. establishing a routing table, for
future route selection.

5 Security

5.1 URL Filter Settings

To better control LAN PCs, you can use the URL filter functionality to allow or disallow such PCs to access certain websites within a specified
time range.

FOSCAM

MAC Address Filter Settings Filter Mode Forbid Only v 1 This section allows you to

control websites access.

Client Filter Settings n 1)

Access Policy v 2 Select a policy from the

drop-down menu and briefly

Policy Name(Optional) yahoo 3 describe it in the
corresponding field. You can

Start IP 192.168.00 192 set the access restriction in
4 details including the IP
EndIP 192.168.0§ 192 address range of devices,

time period, and specific

URL Character 5tring yahoo }* 5 days of the week. Domain

name can be entered the full

Time 0 Yo ¥~ v v 6 name(for example
www.google.com) or
Day(s) ﬁ Sun ¥ |~ Sat v ]—. 7 keyword(for example
google),but only support
Enable [ Clear this item: Clear one domain name for one
rule.

Be sure to statically assign
IP Address of the devices

Cancel

you want to filter in the
DHCP Client List section for

8 this function to be
consistent.

Filter Mode: Select a proper filter mode, say, Forbid Only.

Access Policy: Select an access policy number, say, 1, from the drop-down list.

Policy Name: Briefly describe the current rule, say, yahoo, (It can only consist of numbers, letters, or underscore).

Start IP/End IP: Enter the same IP address or 2 different IP addresses in both boxes to specify a single PC or a range of PCs for the current
rule to apply to.

URL Character String: Enter the domain name you wish to filter out, say, yahoo.
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® Time: Specify a time period for a current rule to take effect. If the field is set to 0:00-0:00, the rule will be applied 24hrs/day.
®  Day(s): Select a day or several days for a current rule to take effect. If Sun-Sat is selected, the rule will apply 7days/week.
® Enable: Check/uncheck to enable/disable the feature.

® OK: Click to activate your settings.

Example:

If you want to disallow all computers on your LAN to access youtube.com from 8 :00 to 18 :00 during working days: Monday- Friday, then do as
follows:

1)  Filter Mode: Select Forbid Only.
2)  Access Policy: Select an access policy number, say, 1, from the drop-down list.
3)  Policy Name: Briefly describe the current rule, say, yahoo, (It can only consist of numbers, letters, or underscore).
4)  Start IP/End IP: Enter 2-254.
5)  URL Character String: Enter yahoo.
6)  Time: Select 8:00-18:00.
7)  Day(s): Select Monday to Friday.
8) Enable: Check the Enable box.
OK: Click to save your settings.

9)
&Note:

Each rule can only include one domain name. Simply add more rules accordingly, if you want to filter multiple domain names.

5.2 MAC Address Filter Settings

This section allows you to set the times specific clients can or cannot access the Internet via the devices’ MAC Addresses.
® Forbid Only: Specify a list of devices to Forbid access to the Internet. All other devices not listed as Forbidden will be permitted.
® Permit Only: Specify a list of devices to Permit access to the Internet. All other devices not listed as “Permitted” will be forbidden.

URL Filter Settings MAC Address Filter Settings Help

MAC Address Filter Settings Filter Mode Forbid Only v This section allows you to

set the time specific clients
B lersetings Access Policy 1) v can or cannot access the
Internet via the devices’ MAC
Policy Name(Optional) 1 adresses. Select a Policy
from the drop-down menu
MAC Address 44 :[37 - E6 |laF 37 :|3B and briefly describe itin the
corresponding field. You can
Time 0 LRI} v~ 0 LA v set the access restriction or
permission in detail
Day(s) Sun v |~ Sat v including the time period,
and specific days of the

Enable ¢ Clear this item: Clear week.

When Time is set to 0:0 to
0:0, the rule will be applied
24 hrs/day.

OK Cancel

®  Filter Mode: Select a proper filter mode, say, Forbid Only.

®  Access Policy: Select an access policy number, say, 1, from the drop-down list.

®  Policy Name: Briefly describe the current rule (It can only consist of numbers, letters, or underscore).

® MAC Address: Specify a MAC address for a corresponding MAC filter rule to apply to.

®  Time: Specify a time period for a current rule to take effect. If the field is set to 0:00-0:00, the rule will be applied 24hrs/day.
® Day(s): Select a day or several days for a current rule to take effect. If Sun-Sat is selected, the rule will apply 7days/week.

® Enable: Check/uncheck to enable/disable the feature.

® OK: Click to activate your settings.

For Example:

To allow a PC at the MAC address of 00:E4:A5:44:35:69 to access the Internet from Monday to Friday.

1) Filter Mode: Select Permit Only.

2) Access Policy: Select an access policy number, say, 1, from the drop-down list.

3) Policy Name: Briefly describe the current rule, say, Permit_only, (It can only consist of numbers, letters, or underscore).
4) MAC Address: Enter 00:E4:A5:44:35:69.

5) Time: Select 0 for all fields to apply the rule 24hrs/day.

6) Day(s): Select Monday to Friday.

7) Enable: Check the Enable box.
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8) OK: Click to save your settings.

FOSCAM

URL Filter Settings

MAC Address Filter Settings

Client Filter Settings

N T T T

MAC Address Filter Settings

Filter Mode

Access Policy I[ 1)

Policy Name(Optional)

MAC Address

Time

Day(s)

Enable

I[U roo -0 roo
lLMnn ¥~ Fn

| Pemit ony 1
.}-. 2
C =3
(o = = a %
'}.. 5
'}_. 6

¥ Clear this item: Clear

Help

This section allows you to
set the time specific clients
can or cannot access the
Internet via the devices' MAC
adresses. Select a Policy
from the drop-down menu
and briefly describe it in the
corresponding field. You can
set the access restriction or
permission in detail
including the time period,
and specific days of the
week,

When Time is set to 0:0 to
0:0, the rule will be applied
24 hrs/day.

5.3 Client Filter Settings

This section allows you to set the times specific clients can or cannot access the Internet via the devices’ assigned IP addresses and service port.
Forbid Only: Only PCs listed as Forbidden will be forbidden from accessing specified services; others are not restricted,;
Permit Only: Only PCs listed as permitted will be permitted to access specified services; others will be forbidden.

FOSCAM

URL Filter Settings

MAC Address Filter Settings

Client Filter Settings

Client Filter Settings
Filter Mode
Access Policy
Policy Name(Optional)
Start IP
End IP
Port
Type
Time
Day(s)

Enable

T T N T T

Permit Only v

(1} M

80

192.168.0. 110

192.168.0. 110

80 ~ 80

Sun ¥~ Sat T

7 Clear this item: Clear

OK Cancel

Help

This section allows you to
set the times specific clients
can or cannot access the
Internet via the devices'IP
addresses. Select a Policy
from the drop-down menu
and briefly describe it in the
corresponding field. You can
set the access restriction or
permission in detail
including the time period,
and specific days of the
week.

When Time is set to 0:0 to
0:0, the rule will be applied
24 hrs/day.

®  Filter Mode: Select Permit Only.
®  Access Policy: Select an access policy number, say, 1, from the drop-down list.
®  Policy Name: Briefly describe the current rule, say, 80.
o
range of PCs for the current rule to apply to.
®  Port: Specify TCP/UDP protocol port number (s), say, 80.
®  Type: Select Both.
°
®  Day(s): Specify a day or several days for a current rule to take effect.
®  Enable: Check/uncheck to enable/disable the feature.
®  OK: Click to activate your settings.

For example:

Start IP/End IP: Enter the same IP address, say, 110, or 2 different IP addresses, say, 110 and 120 in both boxes to specify a single PC or a

Time: Specify a time period for a current rule to take effect. If the field is set to 0:00-0:00, the rule will be applied 24hrs/day.

If you want to prohibit PCs within the IP address range of 192.168.0.100--192.168.0.120 from accessing the Internet, do as follows:
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URL Filter Settings Client Filter Settings Help
MAC Address Filter Settings Filter Mode [ Forbid Only ,}.. 1 This section allows you to

set the times specific clients
Client Filter Settings Access Policy l[ ) v }_. Z can or cannot access the

Internet via the devices'IP

Policy Name(Optional) [123 r. 3 addresses. Select a Policy
from the drop-down menu

Start IP 192.168.08 100 and briefly describe it in the
—l 4 corresponding field. You can
End IP 192.168.08 120 set the access restriction or

permission in detail

Port [1 ~ 65535 l = 5 including the time period,

and specific days of the

Type n Both v P-. 6 week.
Time lIg vHo +v~o *[o .}..7 When Time is set to 0:0 to
0:0, the rule will be applied

Day(s) ﬁSun v~ Sat v }'. 8 24 hrs/day.

Enable [#  Clear this item: Clear

9 —-: Cancel

1) Filter Mode: Select Forbid Only.

2)  Access Policy: Select an access policy number, say, 1, from the drop-down list.
3) Policy Name: Briefly describe the current rule, say, 123.

4) Start IP: Enter 100.

5) End IP: Enter 120.

6) Port: Enter 1-65535 to forbid all Internet services and applications.
7) Type (or Protocol): Select Both.

8) Time: Select 0 for all fields to apply the rule 24hrs/day.

9) Day(s): Select Sun-Sat to apply the rule 7days/week.

10) Enable: Check the Enable box.

11) OK: Click to activate your settings.

6 Tools

6.1 Reboot
Reboot the device to activate your settings. WAN connection will be disconnected during reboot.

FOSCAM

Restore To Factory Default Click the button to reboot the router: Rebooting the router will
Reboot The Router activate any modified
Backup/Restore zartings on the router. While
I the router is rebooting, all

Syslog . .
connections will be lost and

Remote Web Management reconnected automatically

later.
Time Settings

Change Password

Upgrade

6.2 Restore to Factory Default

Click the Restore To Factory Default button to reset your device to factory default settings. You need to reconfigure parameters on the device
(such as wireless settings) for Internet access, and reboot the device to activate your new settings.
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FOSCAM

Reboot Restore To Factory Default Help
Restore To Factory Default Click this button to restore all settings to factory default. All settings will be set back
Restore To Factory Default to default.

Backup/Restore ik

Default Password:admin
Syslog

Default IP Address:
Remote Web Management 192.168.0.1
Time Settings Default Subnet Mask:

255.255.255.0
Change Password

Upgrade

The factory default settings are listed below:
IP Address: 192.168.0.1

Subnet mask: 255.255.255.0

6.3 Backup/Restore

Backup: Once you have configured the device the way you want, you can save these settings to a configuration file on your local hard drive that
can be later imported to your device in case that the device is restored to factory default settings. To do so, follow instructions below:
1. Click the Backup button and specify a directory to save settings on your local hardware.

FOSCAM

Reboot Backup/Restore Help
Restore To Factory Default Here you can Backup your router’s current configuration or restere your router with a Backup:Click on this button

saved configuration file. . to save a copy of your
Backup/Restore . ; | ' .
B Click here to save a configuratien file to your compute| Backup router's configurations to

your computer.

Browse... Restore Restore-First click on

"Browse" to browse your

Syslog

Remote Web Management

Tl o computer and select the
configuration file you want
Change Password to upload to your router.
Then click on the "Restore”
Upgrade button to  upload your
selection and apply the

settings saved in that file_

2. Click Save to download the configuration file.

File Download =
Do you wart to save this file?
@ Name: RouterCfm.cfg
Type: Unknown File Type, 11.3KB
From: 192.168.0.1
Save ] | Cancel |

Hy

While files from the Intemet can be useful, some files can potentially
ham your computer. f you do not trust the source, do not save this
file. What's the risk

To restore previous settings, do as follows:
Click the Browse button to locate and select a configuration file that is saved previously to your local hard drive.
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‘ Choose file

Look in: I My Documents ;I (€] L? (= '
My Recent
Documents
[
Desktop

My Documents

My Computer

-

My Network  File name: |RouterCim cfg ~| Open

Places
Files of type: IAII Files {7} ;I Cancel |

Click the Restore button to reset your device to previous settings.

FOSCAM

Reboot Backup/Restore Help

Restore To Factory Default Here you can Backup your router’s current configuration or restere your router with a Backup:Click on this button

saved configuration file. to save a copy of your
Backup/Restore _ ' .
o Click here to save a configuration file to your computer:  Backup router's configurations to

your computer.
Syslog

Remote Web Management Browse... Restore:First click on
"Browse" to browse your
Tl Foine computer and select the
configuration file you want
Change Password to upload to your router.
Then click on the "Restore”
Upgrade button to  upload your
selection and apply the

settings saved in that file.

6.4 Syslog
Here you can view the record of the device’s operations. After 150 records, the earliest log(s) will be cleared automatically.

FOSCAM

[ ome ] rvanced | s | —cos ] ovtcaions | sccury R

Rebeot Syshog Help
Restore To Faoony Defash Lioges i g | Heie you Can wew the
history of the routes's
P 14 2074-04-00 0d:14:55 [ SEIE SEAM kcnions. Alver 130 entrees,
the previcas kogs will be
13 2014-04-00 00:14:54  dhepevlan?  intesfnce vand shutdown cheared auromarically
Remate Web Management 12 2014-04=001 00:14:45  run_skd SRIE SEOE
Tirwt Settings 1 2074-04-00 000014 PyEiEm sEiE SEa
10 2014-04=00 00:00:14 dhepe_wlan? DHCPC_BOUND get ip susteis
Change Paswword
9 2014-04-00 00:00:14 dhep_wland get new bease vime: BE400 secs
Voprade & 2014-04-00 0000:14 dhepe_wland DHCPC_STATE RECUESTING lease =

BEADD
7o 20014-04-00 00:00:14 dheps_vland DHCPC_STATE RECUESTING received

L F0714-04=01 00:00:14 dhepe_vland DHOPC_STATE_RECUESTIMNG inet
sending

5 20714-04=00 00:00:14 dhépe_wland DHCOPC_DHSCVOER recereed

[
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6.5 Remote Web Management
This allows the device to be configured and managed remotely from the Internet via a web browser.

T N A T T S s

Reboot Remote Web Management Help

Restore To Factory Default This section allows network
administrator to manage

S Port 8080 the router remotely.

Syslog " [P

IP Address 0.0.0.0 Port:This is the

management port to be

Remote Web Management .
open to outside access. The

Tz Sl Cancel default setting is 8080

SRR eIPasword IP Address:Here you can

specify the IP address for

Upgrade remote management When
IP address is set to 0.0.0.0,
the device becomes

romotely accessible to all

PCs on Internet.

® Enable: Check/uncheck to enable/disable the DMZ host feature.

® Port: This is the management port to be open to external access. The default setting is 8080. Do NOT change it unless instructed by your
ISP.

® [P Address: Here you can specify the IP Address Range for remote management (When set to 0.0.0.0, the device becomes remotely
accessible to all the PCs on the Internet or other external networks).
OK: Click OK to activate your settings.

o
ANote:
® To access the device via port 8080, enter http://x.x.X.x:8080.
Here, "x.x.x.X" represents the device's Internet IP address; 8080 is the remote admin port.
Assuming the device's Internet IP address is 220.135.211.56, then, simply replace the "x.x.x.x" with "220.135.211.56" (namely,
http://220.135.211.56:8080).
® | eaving the IP address field at "0.0.0.0" makes the device remotely accessible to all the PCs on the Internet or other external networks;
populating it with a specific IP address, say, 218.88.93.33, makes the device only remotely accessible to the PC at the specified IP address.

6.6 Time Settings

This page is used to set the router’s system time. You can get the GMT time from the Internet, for the system will automatically connect to NTP
server to synchronize the time. Also you can choose to set the time manually.

[ ome | harced | ks ot
Reboo Time Settings Help
Restore To Factory Defash This page is used to tet the

JGMT 0500} Eastern Tama (LS Cansda) [ ] TOULET S SVILEM L. Yol
Backup/Restane . . h h

Mate” Syatem Lime wall NoL Be ACCufale unless CHERe 15 AN ACCE3S 00 Che [RtEMNEl of you fan shemas Bn sed Ehe nme
Syslog select “Customized Tima® below. mnnmally or pex the GMT

— temne fromm the Inteere® and
Remote Web Manags et the syseem will

2014 Year 3 Monath 25 Day 1§ Hour 55 Minute 30 Secosd T P ra——

NTP“EN‘T e ez
(5] 4 Canoel e i

Change Pasyword
HoteConfigured nene and

Upgrade date nls will B Bagt whan
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&Note:

Configured time and date info will be lost when the device gets disconnected from power supply. However, it will be updated automatically
when the device reconnects to the Internet. To activate time-based features (e.g. firewall), the time and date info shall be set correctly, either
manually or automatically.

6.7 Change Password

This section allows you to change login password for accessing device’s Web-based interface for better security.

FOSCAM

Reboot Change Password Help
Restore To Factory Default Administrator Login Credentials This section allows you to
Password must be alpha-numeric. change the login password.
Backup/Restore
Old Password senee

Device's default password is

Syslog "admin". It is advisable to

change it for better security.
Remote Web Management B
Otherwise, anyone in your

Confirm New Password senee i
network may access this

utility to view or change

i our settings.
Change Password l Cancel bl 0

0ld Password:Enter the old

password. If you use the

Time Settings

Upgrade

® New Password: Enter a new password, say, 12345 (Note that the password can only be alphanumeric).
® Confirm New Password: Re-enter the new password for confirmation.
® OK: Click to activate your settings.

ANote:

For better security, it is highly recommended that you should change your device's default login password.

6.8 Upgrade

Firmware upgrade is released periodically to improve the functionality of your device and also to add new features. If you run into a problem
about a specific feature of the device, log on to our website (www.foscam.us) to download the latest firmware to update your device.

ANote:

® Before you upgrade the firmware, make sure you have a correct firmware. A wrong firmware may damage the device.
® Do NOT upgrade the firmware wirelessly or disconnect the device from power supply while firmware update is in process. Note that you
need to update the device's firmware via a wired connection.

[ ome vriss | ans ] spicaions | secrny [
Reboot Upgrade Help
Restore To Factory Default By upgrading the router'software, you’ll get new features. The latest firmware can be
Select the firmware file: found at www.foscam.us.
Backup/Restore
Erowse.. Upgrade
Be sure to follow the
G t System Version: ¥1.0; Publishing Date:Mar 20 2014 .
Syslog urrent System Version ublis -|ng ate:Mar instructions carefully.
Mote: Do not power off the router during the upgrade and you can only use a computer
Remote Web Management that is plugged into one of the LAN ports of this router to complete the upgrade to avoid Once you have downloaded
damaging the router. The router will reboot automarically after the upgrade. the firmware file from our
Time Settings R .
website and saved it to your
Change Password computer, click on "Browse"
to select the file. Then click
on Uparace” o start the
process and reboot the
router.

® Browse: Click to locate and select the firmware.
® Upgrade: Click to update firmware. Your device will restart automatically when its update completes.
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Appendix 1 Configure PC
In this section we explain how to configure your PC’s TCP/IP settings.

Windows 7

Step 1: Click the icon &=l on the bottom right corner of your desktop.
Step 2: Click Open Network and Sharing Center.

Currently connected to:

Unidentified network
Mo Internet access

Open Metwork and Sharing Center

B T s

np

@ m
Tip: If you cannot find the icon on the bottom right corner of your desktop, follow steps below: Click Start -> Control Panel ->
Network and Internet -> Network and Sharing Center.

Step 3: Click Local Area Connection -> Properties.

s < Metwork and Internet » Metwork and Sharing Center

[ Local Area Connection Status @ @ -
et up connections
General

Control Panel Horﬁ

Change adapter setti B gu See full map
Change advanced sh Connection
. . Internet
settings IPv4 Connectivity: Mo Internet access
IPw Connectivity: Mo Internet access .
) - Connect or disconnect
Media State: Enabled
Durations 058051 'Bs type: Mo Internet access
Speed: 1.0 Gbps

\lections: [ flocal Area Connection

n

Activity
- or VPN connection; or set up a
Sent — %’! ——  Received
T
Bytes: 758,618 | 8,236,680

[Fup, or VPM network connection,

@Properﬁes i @Disable Diagnose
See also
HomeGroup

L

| fork computers, or change sharing

Internet Options

< m

Step 4: Find and double click Internet Protocol Version 4 (TCP/IPv4).

U Local Area Connection Properties E

L

I Metworking |

Connect using:
l.-?‘ Intel{R} PRO/1000 MT Network Connection

This connection uses the following items:

% Client for Microsoft Networks

QOOS Packet Scheduler

.Q File and Printer Sharing for Microsoft Networks

i Intemet Protocol Version & (TCP/IPvE)
i<t Protocol Version 4 (TCP/IPv4) |

& Link-Layer Topology Discovery Mapper 1/0 Driver
& Link-Layer Topology Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
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Step 5: Select Obtain an IP address automatically and Obtain DNS server address automatically and click OK.

(2 [

Internet Protocol Version 4 (TCP/IPv4) Properties

General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ Obtain an IP address automatically

() Use the following IP address:
IP address:
Subret mask:

Diefault gateway:

(@) Obtain DNS server address automatically
() Use the following DNS server addresses:
Preferred DNS server:

Alternate DMS server:

Validate settings upon exit

Co ) Ceom

Step 6: Click OK on the Local Area Connection Properties window (see Step 4 for the screenshot).

Windows XP

Step 1: Right click My Network Places on your desktop and select Properties.

Open
Explore
Search for Computers...

Map Nebwork Drive...
Disconnect Netwaork Drive, ..

Create Shorteut
Dedete
Rename

Properties

Step 2: Right click Local Area Connection and select Properties.

-
Disable
Status
Repair

Bridge Connections

Create Shartcut
Delete
Rename

-roper ies |

Step 3: Scroll down to find and double click Internet Protocol (TCP/IP).

- Local Arca Connection Properties

Generdl | Advanced|

Cornect usng:

| 58 Marvell Yukon 88E8057 POIE Gigabi ‘
.

This connection uses the folowing Rems:

¥ B Cliert for Microsoft Netwerks

¥ Blrie and Prirter Shaiing for Miciosolt Networks
QoS Packet Scheduler

nternet Protocol [TCP,

v

Description

Transmizzion Cortrol Protocol/intemet Protocol: The detauk
wide ea nelwork protocol that provides communication
across dverse nterconnected networks.

[] Show icon in notification aiea when cornecled
Notify me when this connaction has imited o no connectivity
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Step 4: Select Obtain an IP address automatically and Obtain DNS server address automatically and click OK.

Internet Protocol (TCP/IP) Properties E'g\

Generdl | Aternate Corfiguration

You can gat P setlings assigned automatically if your netwoek suppoets
this capabdiy. Othervise, you need to ask your network admistrator for
the appropriate IP seltings

@ Obttan an 1P addiess sutomatically
O Use the folowing IP address

(%) Obtan DNS server addiess sutomalically
) Use the folowing DNS seiver addresses

1 \
\ |

Step 5: Click OK on the Local Area Connection Properties window (see Step 3 for the screenshot).
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Appendix 2 FAQs

This section provides solutions to problems that may occur during installation and operation of the device. If your problem is not covered here,
please feel free to go to www.foscam.us to find a solution or email your problems to: support@foscam.us. We will be more than happy to help you
out as soon as possible.

1. Q: I entered the device’s LAN IP address in the web browser but cannot access the utility. What should I do?
a.Check whether device is functioning correctly. The SYS LED should blink a few seconds after device is powered up. If it does not light up,
then some internal faults may have occurred.
b.Verify physical connectivity by checking whether a corresponding port’s link LED lights up. If not, try a different cable. Note that an
illuminated light does NOT ALWAY'S indicate successful connectivity.
¢. Run the "ping 192.168.0.1" command. If you get replies from 192.168.0.1, open your browser and verify that Proxy server is disabled. In
case that ping fails, press and hold the "WPS/RST" button on your device for over 7 seconds to restore factory default settings, and then run
"ping192.168.0.1" again.

d. Contact our technical support for help if the problem still exists after you tried all the above.

2. Q: What should I do if I forget the login password to my device?
Reset your device by pressing the WPS/RST button for over 7 seconds.

ANote:

All settings will be deleted and restored to factory defaults once you pressed the WPS/RST button.

3. Q: My computer shows an IP address conflict error after having connected to the device. What should | do?
a. Check if there are other DHCP servers present in your LAN. If there are other DHCP servers except your router, disable them
immediately.
b. The default IP address of the device is 192.168.0.1; make sure this address is not used by another PC or device. In case that two
computers or devices share the same IP addresses, change either to a different address.

4.Q: I cannot access Internet and send/receive emails; what should | do?
This problem mainly happens to users who use the PPPoE or Dynamic IP Internet connection type. You need to change the MTU size (1492
by default). In this case, go to “Internet Connection Setup” to change the MTU value from default 1480 to 1450 or 1400, etc.

5. Q: How do I share resources on my computer with users on the Internet through the device?
To let Internet users access internal servers on your LAN such as e-mail server, Web, FTP, via the device, use the " Port Range Forwarding r"
feature. To do so, follow steps below:
Step 1: Create your internal server, make sure the LAN users can access these servers and you need to know related service ports, for
example, port number for Web server is 80; FTP is 21; SMTP is 25 and POP3 is 110.
Step 2: Enter Port Range Forwarding screen from device web Ul.
Step 3: Complete the Start Port (also called External/Ext Port on some products) and End Port (also known as Internal Port on some
products) fields, say, 80-80.
Step 4: Input the internal server’s IP address. For example, assuming that your Web server’s IP address is 192.168. 0.10, then simply input it.
Step 5: Select a proper protocol type: TCP, UDP, or Both depending on which protocol(s) your internal host is using.
Step 6: Click Enable and save your settings.

For your reference, we collected a list of some well-known service ports as follows:

Server Protocol Service Port
Web Server TCP 80
FTP Server TCP 21
Telnet TCP 23
Net Meeting TCP 1503. 1720

File Send:6891-6900(TCP)
MSN Messenger | TCP/UDP | Voice:1863, 6901(TCP)
Voice:1863, 5190(UDP)

PPTP VPN TCP 1723
Iphone5.0 TCP 22555
SMTP TCP 25
POP3 TCP 110
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Appendix 3 Safety and Emission Statement

@S

CE Mark Warning

This is a Class B product. In a domestic environment, this product may cause radio interference, in which case the user may be required to take
adequate measures. This device complies with EU 1999/5/EC.

NOTE: (1) The manufacturer is not responsible for any radio or TV interference caused by unauthorized modifications to this equipment. (2) To

avoid unnecessary radiation interference, it is recommended to use a shielded RJ45 cable.

FE

FCC Statement
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received, including interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses and
can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to
operate this equipment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

The manufacturer is not responsible for any radio or TV interference caused by unauthorized modifications to this equipment.

Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and
operated with minimum distance 20cm between the radiator & your body.

NOTE:

(1) The manufacturer is not responsible for any radio or TV interference caused by unauthorized modifications to this equipment.

(2) To avoid unnecessary radiation interference, it is recommended to use a shielded RJ45 cable.
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